NETGEAR

Datasheet | M4250 series

AV Line Managed Switches

The NETGEAR M4250 Switch Series
introduces the AV Line, developed and
engineered for audio/video professionals
with dedicated service and support.
M4250 has been built from the ground
up for the growing AV over IP market,
combining years of networking expertise
in AV with M4300 and M4500 series with
best practices from leading experts in
the professional AV market. AV codecs

generally use 1Gbps or 10Gbps per
stream and the AV Line of M4250 targets
the widespread 1Gbps codecs.

PoE+, Ultra90 PoE++ and rear-facing ports
ensure a clean integration in AV racks.
M4250 switches come pre-configured for
standard audio and video signals. When
requirements are more specific, an AV
user interface offers customization with
port-based profiles. For audio Dante,

Switching
Engineered
for AV over IP

Q-SYS and AES67 profiles are available,

as well as an AVB profile requiring an

AVB license sold separately. For video

the M4250 offers profiles for NVX, SVSI,
Q-8YBUNDe Rardel w2/ B/ Aveib ket ForehdFbrT
videafoolsize Enbezpnz@tinWhaatworks,
multijé switdRéy, NETGEAR IGMP Plus™

bripQR AU SEHA/GHIHAGdrsEReNNect

them together, or with M4300 and M4500

swi.tﬂc Ine Sustry[standard[command]line]ﬂ]
I "interfacel(CLI), main]NETGEARITiweb

1 interface)(GUI),)SNMP[sFlowiand’RSPAN!

Highlights

Extended AV features

<] DedicatedAViweb-based!GUI!
interface for more specific AV

<] Built-inlITilweblGUI,console,ltelnetl
and SSH consistent with other
low latency is required such as in live

<[ Single-pane-of-glassINMS3001 1
management platform with centralized

ISUSEDMOSTDFTENYHENYERY)

(&)

(]
s

(&)

(&)

&)

&1

(]
[a]

installations performances when lip sync is critical

o] AlllofithelAVILinelM4250switcheslcanll

Color-based AVproflesicanlbel [ } )
be optionally licensed for AVB support

applied to the different ports

Dante,[Q-SYS, AES67/and’AVBiaudio” Other IT use cases

profiles <! Standardlorirecessedimountingwithlalll

. . orts in the back, or all ports in the front
AVBIrequiresialicensel(sold’separately) P P

NVX,SVSIIQ-SYS,NDlland'Dantell
video profiles

firmware updates and mass-
configuration support

Industry leading warranty

Audio/video/controlmixed/profles -1 NETGEARIM4250’serieslisicovered!

under NETGEAR ProSAFE Limited
Lifetime Hardware Warranty*

Automaticlswitchlinterconnectiwithll
NETGEAR IGMP Plus™

[ 90dayslof Technical’'Supportvialphonell
and email, Lifetime Technical Support
through online chat and Lifetime Next
Business Day hardware replacement

CommoniLayer2landlLayer!3]
switching engine across all M4250
models
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. AV Line Managed Switches
#l/ AV Line

Hardware-at-a-Glance

REAR (REVERSIBLE)* LEDs MANAGEMENT
Model Form-Factor Switching |  10/100/1000 é(/)gx;lg(;z%fé% 1000BASE-X éi%%/_ ;OG psU Status Out-of-band Model
Name Fabric BASE-T RJ45 ports pors SFP ports SFP+ ports Information Console Number
8 portsIPoE+((125!
1U rack mount e - (125W) 2 ports SFP Ethernet:
M4250-10G2F-PoE+ - 24 Gbps 2 additional ports = @ = 1G Out-of- GSM4212P
X 2 X mm
10M, 100M, 1G Available bandi(Rear)
8 portsIPOE-+(240W) Fixed both in front Console:T
1U rack mount = 2 ports SFP+ . and in the RJ45 RS232
M4250-10G2XF-PoE+ 60Gbps | 2 additional ports - - (C141 . GSM4212PX
440 x 43.2 x 200mm 1G, 10G connector) | €& (Rear)
10M, 100M, 1G )
’ ’ Console:Tl
8 portsIPoE++**](720 USB-C!
1U rack mount 60 Gbps ? N 20 2ports SFP+ | Power Power LED o
M4250-10G2XF-PoE++ 2 additional ports - - : poEMaxLED | e GSM4212UX
440 X 43.2 X 257mm 1G, 10G switch ax SERE
10M, 100M, 1G (on/of) (PoEIModels) el B
1U rack mount 12 ports 2 ports SFP+ FanLED (Front)
M4250-12M2XF 100 Gbps | - - MSM4214X
440x43.2 x 100mm 100M,1G, 25G 1G, 10G Port LEDs LED Ext:
1U rack mount 16 ports SFP+ USB-CI
M4250-16XF S20CDS] - [ (Front) XSM4216F
440 x 43.2 x 200mm 1G, 10G

* Reversed mounting is possible when ports are desired on the front of the rack by using the standard rackmout ears, or the included alternate
rackmount ears to mount the switch recessed by 2-Inches to allow for the cabling.

**Ultra90IPoE++802.3btlislcompatibleiwith!802.3af PoE|(15.4W),1802.3at’PoE++((30W)land802.3bt(60W,[75Wlandi90W).

Acoustic-at-a-Glance

FAN OFF MODE Setting / maximum loading* QUIET MODE Setting at 25°C ambient** :r(:;)i:ngE SStEnoELZelC
PoE Casel Casel
Model Fanless State Ambient | Sensor Power | Conditions PoE Power Fan Sensor Temp Acoustic Fan Temp | Acoustic Model
Name Load Duty Duty Number
Load (Top) (Top)
0dBAY/37.1°C] ) AL )
M4250-10G2F-PoE+ CaseTTem 25°C <=[42°C | 80W can be 125w 25 <=I36°C | 35.9°C 27.38dBA 100 27.2°C | 55dBA GSM4212P
-lemp used
0dBAY/38.4°C] ) All ports )
M4250-10G2XF-PoE+ CaseTem 25°C <=44°C | 90W can be 240W 25 <=37°C | 40.6°C 27.4dBA 100 30.9°C | 56dBA GSM4212PX
-lemp used
90w 25 <=] 41.1°C 34.57dBA
0dBAY42.3°C] ) All ports 4oc
M4250-10G2XF-PoE++ CasalTemp AT <=67°C | 45W can be 90-180W 30 <=49°C | 40.8°C 40dBA 100 41.8°C | 60dBA GSM4212UX
' used 180W-720W | 40 | <TA49C | s5p10c | 47.19dBA
R . 8 ports
o
M4250-12M2XF OdBAVS6°C] 25°C <=64°C | - 25G - 25 <=58°C | 53.5°C 28.5dBA 100 33.2°C | 55dBA MSM4214X
CaselTemp )
(NOSFP+)
B o
M4250-16XF TEERVIEEEE! 25°C <=78°C | - SRCE = 25 <=67°C | 41.6°C 27.44dBA 100 30.3°C | 57dBA XSM4216F
CaselTemp SFP+

* Software-controlled fan adjustments enable the fans to be turned off when ambient temperature and PoE loads are appropriate for a totally fanless
operation.

**|dBAlvaluesiarel!SPLI(SoundPressurelLevel)values,testingfollowingithellSO-7779Istandard. Bystander’Mode..ChamberTempi25°Clduringitesting.[Full,l
100%, Data and PoE loaded. Worst case.
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. AV Line Managed Switches
#l/ AV Line

Software-at-a-Glance

LITE LAYER 3 PACKAGE
Spannin
Model AV IAP(\i,“L/a:qP(;IG IPv4 / IPv6 IPv4 / IPv6 Trpee 9 Trunking IPv4 / IPv6 IPv4 / IPv6 IPv4 / IPv6 Model
Management . : Multicast Policing and VLANs Port Authentication |  Static Dynamic
Name Dedicated Ul QoS Green Number
DiffSérv Filtering Convergence Eth ; Channel Security Routing Routing
erne
AV web-based
GUI available at Auto-volP
[Switch IP NETGEAR
Address]:8080 IGMP™ Plus Policy-based Port,
Out-of-band forautomated | routing’(PBR) Static, Static LAG Subnet,
Designed for IGMP between g:" ™ Dynamic. | or pynamic . :ﬂ]ﬁ,’:
ITWeb GUI AV installers | / switches LLDP-MED Voice, LACP S_ucgesswe g
(main) ngress; MAC Tiering
main, egress - - . i
AV-related IGMPv3 IEEE 1588 PVRSTP (LACP! (DOTLXMAB:!) - Multcast PP
MLDv2 - CaptivelPortal) | static routes
HTTPs controls 1Kbps PTPV2 GVRP/ automati-
" Snooping, GMRP IPVA/IPV6:
M4250 | | roinetissH shaping oo F;\S%A 1-Step BPDU/STRG cally reverts 7 ) VA/IPVI Al
series ) . Xy Root Guard toand from | DHCP! DHCPv4! PIM-SM models
Audio over IP Time-based | & SSM End-to-End oot Guar e .
files Double StaticLAG) | Snooping Server PIM-DM
SNMP, MiBs pro Transparent VLAN Dynamic ARP
. Clock i SSM
RSPAN Single Rate | IGMPv1,v2 EEE 802.322 mode Seven((7)T Inspection DHCPRelay
AVB profile* Policing Querier (EEEis! L2/L3/L4 - IP Source b
, (compatibleva) | AVB*: disabled by hashin Guard
Radius Users, faul Private 9 ful
default) N Statefu
TACACS+ Video over IP 802.1AS, VLANS algorithms DHOPVE]
profiles ControlPackets | 802-1Qav, Server
Flooding 802.1Qat MSRP,
_ _ 802.1ak MMRP,
Mixed Audp and 802.1ak MVRP
Video profiles
* Requires AVB license, sold separately. All other software features are available, license-free.
TABLE SIZE
P Multicast
Routing/ - . IGMP
MAC
g | IOV | A | Bt ey | MG oy | 000 | G s onr | o | o
ARP/NDP Capacity 9 ing member-
Entries )
ship
16KIMAC Static:
M4250-10G2F-PoE+ 4K ARP/ f:r::gg; :\'}Bz 894v4/126v6 16Mb | <2.27ps1G GSM4212P
NDP pp RIP: 32v4
16KIMAC Static:
M4250-10G2XF-PoE+ | 4K ARP/ fi?] ngi ;4'6‘; 894v4/126v6 | 16Mb ;2)';3“: i(?e oHCP: GSM4212PX
NDP pp RIP: 32v4 AL -
ARM A9 Server:
1.25Ghz 2K leases 16 samplers
16KIMAC Static: 5121Pv4 | 2GB Upto 2K IPv4 4K
M4250-10G2XF-PoE++ | 4KARP/ | COCDPS | 4464 804v4/126v6 | 16Mb | “TOMSIC | e | RAM 12K oKIPve | VLANSs . 16pollers | Gopmanioux
TR Line-Rate | Mpps ] <0.81ps 10G IPva: 256 | o eivers
32V 256MB pools
Flash IPv6: 16
pools
16KIMAC Static: <2.84.us1G
M4250-12M2XF 4K ARP/ i':::;GRth s ::42 894v4/126v6 16Mb | <6.02us2.5G MSM4214X
NDP pp RIP: 32v4 <0.814s 10G
16KIMAC Static:
M4250-16XF 4K ARP/ f;ggg{;s ;38‘28 894v4/126v6 | 16Mb :(1)':2“2 1(()36 XSM4216F
NDP pp RIP: 32v4 90K
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AV Line Managed Switches

Product Brief

The NETGEAR AV Line M4250 series was designed with input from AV Professionals. The result is a line of switches built from the
ground up to support 1Gb audio and video over IP with customized hardware and software along with dedicated service and support.

NETGEAR M4250 series key features:

<[ Rangesifrom8tol16lportsiwithialvarietyl
of PoE+ and Ultra90 PoE++ options for
15.4w, 30W, 60W, 75W and 90W
AVoIP endpoints

(]
s

Uplinkloptionslincludel1Giforlaudiol
installations or standalone video
installations as well as 10G uplinks
for larger scale video deployments

(]
[a]

Alsolincludes’12-portmulti-gigabit(l
Ethernet and 16-port 1G/10G fiber
models for plug and play aggregation
in a star topology

&1

Designediforialcleanlintegrationiwith?
traditional rack-mounted, AV equipment

(]
[a]

ThelM4250 switchesicomelwithlalsleek, T
black display panel with status in front
and all cabling plus additional status in
the back

Reversedimountinglisipossiblelwhen]
ports are desired on the front of the
rack

B

(&)

Alsecondlpairlofrrackmountiearslallows]
the switches to be mounted recessed
by 2-inches to allow for the cabling

<[ Software-controlledffaniadjustments(
enable the fans to be turned off when
ambient temperature and PoE loads are
appropriate for a totally fanless operation

<[ Threadedlholesion’thelbottom((4xM5[]

I for’50x100mmVESA) andlinifrontl]

[ (IxM10foriclamps)allowiforiuniversall
mounting options outside the rack as well

NETGEAR M4250 series AV software
features:

<[ Pre-confgurediforiaudiolandvideol
over IP out of the box, the M4250
switches enable encoders and
decoders to be connected with zero
configuration

(]
s

Whenimorelconfgurationlisirequired,
an AV web-based GUI is available at the
switch IP address:8080

(&)

Thislinterfacelhaslbeenispecially
designed for AV installers with specific
AV-related controls made more
accessible and with port-based profiles

Forlaudio, proflesiforDante,[Q-SYSI
and AES67 are built-in, as well as an
[ AvBproflel(AVBllicenselsoldseparately)

(]
s

< Forivideo,thelM4250lofferslproflesiforl
NVX, SVSI, Q-SYS, NDI, Kramer KDS,
Aurora Multimedia, ZeeVee, Atlona,
Dante and SDVoE

OtherlAVICODECslandimanufactures]
are supported as well as audio/video/
control mixed profiles

(]
s

[

Tolfurtherisimplifylstari[deployments,]
NETGEAR IGMP Plus™ brings multicast
automation between all M4250
switches, and with M4300/M4500

(]
s

SimplylconnectithelswitchesitogetherT
and you are done!

NETGEAR M4250 series other software
features:

] AllIM4250switchessharelthelsamell
high-end NETGEAR Layer 2 / Layer 3
switching engine for a consistent
experience

] AlliswitcheslinithelM4250.serieshavell
another main, IT web-based GUI for
midsize Enterprise campus networks,
loT and IPTV
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<] Additionalfeaturesiincludelstatic,!

RIP and PIM-SM, DM and SSM multicast
[ routing,DHCPIServeriandPTPv21
[ TransparentiClockl(1-steplE2E)

AVBIisithelonlylfeaturelrequiring’al
license, all other advanced features are
available license-free

(&)

&1

Advancedlclassifer-based, time-based
I hardwarelimplementationiforlL2(MAC),[l
[ L3{(IP)andL4(UDP/TCPitransportiports)]
security and prioritization

Selectable Port-Channel/ILAGI

[ (802.3ad802.1AX)L2/L3/L4hashing
for fault tolerance and load sharing with
any type of Ethernet channeling

VoicelVLANWwith[SIP/H323land!SCCPII
protocols detection and LLDP-MED

IP phones automatic QoS and VLAN
configuration

(&)

(]
s

(&)

Effcientiauthenticationltieringiwithl
[ successive]DOT1X,MABland Captivell
Portal methods for streamlined BYOD

&1

ComprehensivellPv4/IPv6istaticiand
dynamic routing including Policy-based
routing and 6-to-4 tunneling

(&)

AdvancedIPv4/IPvEisecurityll [
implementation including malicious
I codeldetection,]DHCPISnooping,IP
Source Guard protection and DoS
attacks mitigation

NETGEAR M4250 series management
features:

<] DHCP/BootPlinnovativelauto-installation]
including firmware and configuration
file upload automation

[ Industry’standard/SNMP/RMON, MIB,T
LLDP, AAA, sFlow, RSPAN and PTPv2

<[ Servicelportforiout-of-bandEthernetl
I management(OOB)

[ StandardRS232lstraight-throughlseriall
1 RJ45landlUSBTType-Clportsiforlocall
management console

[ StandardUSB-Alportiforllocalistorage,l
logs, configuration or image files

[ Dualfrmwarelimageforiupdateswith(l
minimum service interruption

<] Single-pane-of-glass!

PAGE 5 of 44


mailto:ProAVDesign%40netgear.com?subject=M4250

NETGEAR

Datasheet | M4250 series
AV Line Managed Switches

Features highlights

Dedicated AV Ul available at http://IPAddress:8080

M4250 switch series is pre-configured for Audio
and Video over IP out of the box with a dedicated
AV web-based GUI interface for more specific AV
installations

[ Color-based!AVlproflesicanlbelapplieditoltheldifferentiports]
[ Dante,/Q-SYS,/AES67 and’AVBlaudiolproflesi(AVBIlicenselsoldiseparately).
I NVX, SVSI, Q-SYS, NDI, Kramer KDS, Aurora Multimedia, ZeeVee, Atlona, Dante, etc. video profiles

[ Audio / video / control mixed profiles

Best value switching performance:

16KIMACladdressitable,/4KIARPland 4KiconcurrentVLANsIforltypicalimidsizelenvironnements

Low latency at all network speeds, including 10 Gigabit fiber interfaces

Jumbo frames support of up to 12KB accelerating performance with compatible nodes

Rangeslfrom8tol16[portsiwithlalvarietyloflPoE+landlUltra90IPoE++1802.3btloptionsiforl15.4W,.30W,/60W,/ 75Wland!90W!AVolP(1G)lendpoints

Tier 1 availability

Rapid’Spanning[Treel(RSTP)landMultiplelSpanning Treel(MSTP)lallowforirapid transitionninglofithelportsito’thelForwarding statelandithelsuppressioniof Topology’

ChangelNotifcation

NETGEAR PVSTP implementation follows the same
rules than other vendor’s Per VLAN STP for strict
interoperability

NETGEAR PVRSTP implementation follows the same
rules than other vendor’s Per VLAN RSTP for strict
interoperability

[ Including industry-standard PVST+ interoperability

[ PVSTP is similar to the MSTP protocol as defined by IEEE 802.1s, the main difference being PVSTP runs one
instance per VLAN

[ In other words, each configured VLAN runs an independent instance of PVSTP

[ FastUplink feature immediately moves an alternate port with lowest cost to forwarding state when the root
port goes down to reduce recovery time

[ FastBackbone feature selects new indirect port when an indirect port fails
[ Including industry-standard RPVST+ interoperability

[ PVRSTP is similar to the RSTP protocol as defined by IEEE 802.1w, the main difference being PVRSTP runs
one instance per VLAN

[ In other words, each configured VLAN runs an independent instance of PVRSTP
[ Each PVRSTP instance elects a root bridge independent of the other
[ Hence there are as many Root Bridges in the region as there are VLANs configured

[ Per VLAN RSTP has in built support for FastUplink and FastBackbone
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AV Line Managed Switches

IPladdressiconfict'detectionlperformedlbylembeddedDHCPIserversipreventsiaccidentalllPladdressiduplicates’fromlperturbingitheloverallinetworklstability]

IPIEvent:Dampeninglreduces.theleffectioflinterfacelfapsioniroutinglprotocols:ithelroutinglprotocolsitemporarilyldisableltheirlprocessingl(on’thelunstablelinterface)luntill
the interface becomes stable, thereby greatly increasing the overall stability of the network

Ease of deployment

AutomaticlconfgurationiwithiDHCP.andIBootPIAutolInstallleasesllargeldeploymentsiwithlalscalablelconfgurationflesimanagementicapability, mappinglIPladdresses]
and host names and providing individual configuration files to multiple switches as soon as they are initialized on the network

BoththelSwitchISeriallNumberlandiprimary!MACladdresslarelreportedibylalsimplel“showlhardware".commandlinlCLI-facilitatingldiscovery’andiremotelconfguration!

operations

M4300.DHCPIL2 Relaylagentsieliminatelthelneed! <] DHCPIRelaylagentsiprocessIDHCPImessageslandigeneratelnew!DHCPImessages!
tolhavelalDHCPIserverlonleachlphysicallnetworklor] 3 3 . : P e .

s ] SupportsIDHCPRelayOptionl82lcircuit-idlandiremote-idifor’VLANS!

<] DHCPRelaylagentsiare’typicallyllPlrouting-awareldeviceslandicanlbelreferreditolasiLayeri3relaylagents

AutomaticlVoiceloverlPlprioritizationiwith]Auto-VolPIsimplifesimosticomplexmulti-vendorlIP telephonesideploymentsieitherlbasedlonlprotocolsi(SIPH323andISCCP)!
orlon/OUllbytes](default’databaseland user-based!OUls)linlthephonelsourcelMACladdress; providing’thelbestclasslof serviceltolVolPlstreams](both datalandsignaling)!
over other ordinary traffic by classifying traffic, and enabling correct egress queue configuration

An associated Voice VLAN can be easily configured with Auto-VolP for further traffic isolation

WhenldeployediIPlphoneslarelLLDP-MEDIcompliant,ithelVoiceVLANIwillluselLLDP-MED!tolpassionithelVLANIID,802.1Plpriorityland!DSCP.values tolthellPlphones, ac-
celerating convergent deployments

Ease of management and granular control
Dual firmware image and dual configuration file for transparent firmware updates / configuration changes with minimum service interruption

Flexible Port-Channel/LAGI(802.3ad-:802.1AX)limplementationifor'maximumicompatibility,fault’tolerancelandlload’sharingiwithlanyltypeloflEthernet.channelingfrom!
otherivendorsiswitch,serverioristorageldevicesiconforming(tollEEE!802.3ad-lincludinglstaticl(selectablelhashinglalgorithms)-loritolIEEEI802.1AXIwithldynamiclLAGslor]
port-channelll(highlyltunablelLACP.LinklAggregationControllProtocol’)!

LACPImodelautomaticallylrevertsitolandifromiStaticlLAG, usefullwhenlthelhostlisn'tILACP.anymoreforlinstancelduringlalfactoryiresetlorire-confguration

UnidirectionallLinkIDetection Protocol(UDLD) andlAggressivelUDLDIdetect’andlavoidiunidirectionalllinkslautomatically,linlorderltolpreventiforwardinglanomalieslinial
Layer 2 communication channel in which a bi-directional link stops passing traffic in one direction

Port names feature allows for descriptive names on all interfaces and better clarity in real word admin daily tasks

SDMI(System DatalManagement, oriswitchldatabase)! <! ARPIEntries)(thelmaximuminumberlofientrieslinithellPv4/AddressIResolutionIProtocol’/ARPIcachelfor]
templates allow for granular system resources routinglinterfaces)

distribution depending on IPv4 or IPv6 applications
P 9 pp =] IPv4lUnicast’Routes(thelmaximumInumberlofliPv4lunicast/forwardingltablelentries)

! IPv6INDPEntries](thelmaximuminumber oflIPv6INeighboriDiscoveryProtocolINDPIcachelentries).

[ IPv6lUnicastiRoutes](theImaximumInumberlofllPv6lunicastforwardingltablelentries)

[ ECMPINextHops((thelmaximumInumberlofinext’hopsithaticanbelinstalledinithellPv4landIPv6lunicast]
forwarding’tables)

[ IPv4IMulticastiRoutes](thelmaximumInumberloflIPv4 multicast’forwarding’tablelentries)!

[ IPv6IMulticast’Routes (thelmaximuminumberlofllPv6imulticast’forwardingtablelentries)

Loopback interfaces management for routing protocols administration
Private VLANSs and local Proxy ARP help reduce broadcast with added security

Management VLAN ID is user selectable for best convenience

Industry-standardVLANImanagementiinithelcommandllinelinterfacel(CLI)forlalllcommonloperationsisuchlaslVLANIcreation;VLANInames;VLAN“makelstatic”’for]
dynamicallylcreated’VLANIbyIGVRPIregistration;IVLANItrunking;VLANIparticipationlasiwelllaslVLANIIDI(PVID)landVLANtaggingforionelinterface,’algrouploflinterfaces’
or all interfaces at once

Simplified VLAN configuration with industry-standard Access Ports for 802.1Q unaware endpoints and Trunk Ports for switch-to-switch links with Native VLAN

System defaults automatically set per-port broadcast, multicast, and unicast storm control for typical, robust protection against DoS attacks and faulty clients which can,
with BYOD, often create network and performance issues

IP Telephony administration is simplified with consistent Voice VLAN capabilities per the industry standards and automatic functions associated
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AV Line Managed Switches

Comprehensivelsetlof “systemlutilities’and“Clear”.commands’helptroubleshoot'connectivity’lissueslandrestorelvarious.confgurations’to’theirfactory’defaultsifor!
maximumladminleffciency:itraceroutel(toldiscoverithelroutesithat'packetsiactually’takelwhenitravelinglonlalhop-by-hoplbasislandiwithlalsynchronousiresponseiwhen!
initiated’from(thelCLI),.clear’dynamicallyllearnedIMACladdresses, counters, IGMP.snoopingtablelentriesifromithe.Multicast'forwardingdatabaseletc...I

SysloglandiPacket/Capturesicanlbelsentto/USBIstorageforirapidinetworkitroubleshooting

Replaceable factory-default configuration file for predictable network reset in distributed branch offices without IT personnel

Alllmajoricentralizedlsoftwareldistributioniplatformsiarelsupportediforicentrallsoftwarelupgradesiand.confgurationiflesimanagementl(HTTPTFTP),lincludinglinZhighlyl
securediversions(HTTPS,/SFTPISCP)

SimplelNetworkITimelProtocol(SNTP) canbeluseditolsynchronizelnetworklresourcesiandforladaptationlofINTP, andIcanlprovidelsynchronizednetwork’timestampleither!
inlbroadcastlorlunicastimodel(SNTPIclientlimplementediover]lUDP-lport123)

Embedded’RMON.(4lgroups)landisFlowlagentsipermitlexternalinetworktraffclanalysis!
Engineered for convergence and AV-over-IP
Audiol(VoiceloverlIP)landVideol(multicasting)lcomprehensivelswitching,[fltering,-routinglandlprioritization

Auto-VolP, Voice VLAN and LLDP-MED support for IP phones QoS and VLAN configuration

IEEE[1588](sectionl10landl11.5)IPTPv2[Transparent] [ 1-step[Transparent!ClockiImode,lusing’thelresidenceltimelofithelPPTPv2lpacketlatithelegressiportllevellin!
Clockl(TC)IEnd-to-Endlimplementationiconsideringl Standalone mode, or Stack Master only
the residence time of PTPv2 packets from ingress to

<] Thel"Syncl&IDelay_Req" feldloflpassing/egressingloutlPTPv2lpacketslisilupdatediwithithelresidenceltimelin]
thelswitch, thelotherifeldslinlPTPv2 packetsl("Announce”"Delay_Resp",I"Pdelay_Req"land!"Pdelay_Resp").
are not updated

egress

NETGEAR IGMP Plus™ for automatic multicast across  «I IGMP Plus is pre-configured on default VLAN 1 out of the box
alM4250/IM43001/IM4500IL2Inetwork (Spineland!
Leafltopologies),iremoving'thelneedforlL3PIM!
routing

IGMPIPlusicanlbelconfguredionlanotherlVLANIforlautomaticllGMPlacrossiswitcheslonthat’VLAN (uplinks]
canimakelpartiofithat’VLANIinltrunkImode)

1 IGMPIPlusallow!AV-over-IPldevices)(TX/EncoderslandiRX/Decoders)tolbelconnectediacrossimultiplel
switches in a star topology

[ The show igmpsnooping grouplicommandlinlCLIlandIGUIldisplaysithelSourcelandiGrouplIPladdresses]
alonglwithitheiricorrespondingIMACladdresseslthat’arellearnt’throughllIGMPISnoopinglinia’givenlVLANIonlal
given interface

IGMP Snooping and Proxy for IPv4, MLD Snooping and Proxy for IPv6, and Querier mode facilitate fast receivers joins and leaves for multicast streams and ensure multi-
castltraffclonlylreacheslinterestedlreceiversieverywherelinialLayer’2lorlalLayeri3Inetwork, includingisource-specifcl(SSM)landlany-sourcel(ASM) multicast

Multicast’'VLANIRegistrationl(MVR) usesla’dedicatedMulticast’VLANtolforward!multicastistreamsland’avoididuplicationiforclientslinldifferent’VLANS!
Multicastlroutingl(PIM-SMlandIPIM-DM, bothlIPv4landlIPv6)lensurelmulticast’streamsicanireachireceiversiinidifferentlL3lsubnets

PoE power management and schedule enablement for powering on and powering off POE nodes connected to the switch

AVB is one of the many features designed into the <] IEEEI802.1BA-2011lAudiolVideoBridgingl(AVB)whenlan’AVBIlicenselisiproperlylinstalledlin’thelswitch
M4250 product line (licenselsoldlseparately)

[ IEEE 802.1AS-2011 gPTP, IEEE 802.1Qav-2009 FQTSS, IEEE 802.1Qat-2010 MSRP, IEEE 802.1ak MMRP, IEEE
802.1ak MVRP

| Maximum of 256 AVB streams per switch

[ AVBisinot’supportedlin’LAGI(linklaggregationigroups,’or/Etherchannel)
Layer 3 routing package

[StaticlRoutes/ECMPIStaticlRoutesIforlIPv4landlIPv6

Static and default routes are configurable with next IP address hops to any given destination

[ Permitting additional routes creates several options for the network administrator

1 The admin can configure multiple next hops to a given destination, intending for the router to load share
across the next hops

! The admin distinguishes static routes by specifying a route preference value: a lower preference value is a
more preferred static route

[ Allesslpreferredistaticlroutelislusedifithelmorelpreferredistaticlroutelisiunusablel(downllink,lorinextlhop!
cannotlbelresolveditolalMACladdress)
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Advanced Static Routing functions for administrative [ Static Reject Routes are configurable to control the traffic destined to a particular network so that it is not
traffic control forwarded through the router

[ Suchltraffclisidiscarded’andlthellCMPIdestinationlunreachablelmessagelisisentlbacklto’thelsource

[ Static reject routes can be typically used to prevent routing loops

<[ Default routes are configurable as a preference option

In order to facilitate VLAN creation and VLAN routing
using Web GUI, a VLAN Routing Wizard offers
following automated capabilities:

[ CreatelalVLANIand generatelaluniquelnamelforlVLAN

[ Add selected ports to the newly created VLAN and remove selected ports from the default VLAN

[ CreatelalLAG,laddlselectedlportsitolalLAG, thenladdithisILAGtolthelnewly createdVLAN!I

[ Enable tagging on selected ports if the port is in another VLAN

[ Disable tagging if a selected port does not exist in another VLAN

[ Exclude ports that are not selected from the VLAN

| Enable routing on the VLAN using the IP address and subnet mask entered as logical routing interface

DHCPIRelay/AgentsirelayDHCPIrequestsifromany] =] Thelagentirelaysirequestsifromla’subnetiwithout’alDHCPIserveritolalserveriorinext-hoplagent’on’another!
routedlinterface,lincludinglVLANs,.when!DHCPIserver! subnet

doesn’t reside on the same IP network or subnet B o o o B o . 3 ) . . -
<[ UnlikeZalrouter’whichiswitchesIPlpackets’transparently,JalDHCPIrelaylagent/processes DHCPImessagesiand’

generatesinew/DHCPmessages!

[ SupportsIDHCPIRelaylOptionl82(circuit-idlandliremote-idiforlVLANS]

[ MultiplelHelperIPsifeaturelallowstolconfgurelalDHCPIrelaylagentiwithimultiplelDHCPIserveriaddressesiper!
routing interface and to use different server addresses for client packets arriving on different interfaces on the
relay agent server addresses for client packets arriving on different interfaces on the relay agent

RouterIDiscovery ProtocollislanlextensiontollCMP! [ Basedlon'RFCI1256forlIPv4
and enables hosts to dynamically discover the IP

<l Routers periodically send router discovery messages to announce their presence to locally-attached
address of routers on local IP subnets p y Yy ) p Yy

hosts

[ The router discovery message advertises one or more IP addresses on the router that hosts can use as their
default gateway

<] Hosts can send a router solicitation message asking any router that receives the message to immediately
send a router advertisement

<[ Router discovery eliminates the need to manually configure a default gateway on each host
[ It enables hosts to switch to a different default gateway if one goes down

Loopback interfaces are available as dynamic, stable IP addresses for other devices on the network, and for routing protocols

SupportlofiRoutinglinformation’Protocoll(RIPv2)las] <[ Each route is characterized by the number of gateways, or hops, a packet must traverse to reach its intended
aldistancelvectoriprotocollspecifedliniRFCI2453for] destination
IPv4

[ Categorizedlaslanlinteriorigatewaylprotocol,RIPloperatesiwithin'thelscopeloflanlautonomousisystem

IPIMultinettinglallows’tolconfgurelmorelthanionellPladdress’onlalnetworklinterfacel(otherivendorsimayicalllit'IP’Aliasinglor'Secondary’Addressing)

ICMPIThrottlinglfeatureladdsiconfgurationloptions! <[ ICMPRedirectsicanibelusedlbylalmaliciousisenderitolperformiman-in-the-middlelattacks,/oridivert]
foritheltransmissionlofivariousitypesloflICMPImes- packetstolalmaliciousiImonitor,oritolcauselDeniallofiServicel(DoS) bylblackholinglthelpackets
sages

<] ICMPEcholRequestsiandlotherimessagesicanlbelusedtolprobelforivulnerablelhostslorlrouters

<[ Ratellimiting/ICMPlerrorimessageslprotectsthellocallirouteriand’thelnetworklfromisendinglallargelnumberiof!
messagesithat’take!CPUlandlbandwidth

ThelPolicy!Based Routinglfeaturel(PBR)loverrides] [ It provides freedom over packet routing/forwarding instead of leaving the control to standard routing proto-
routing decision taken by the router and makes the cols based on L3

acket to follow different actions based on a polic : - . . . .
P policy <[ For instance, some organizations would like to dictate paths instead of following the paths shown by

routing protocols

! Network Managers/Administrators can set up policies such as:
— My network will not carry traffic from the Engineering department

- Traffic originating within my network with the following characteristics will take path A, while other traffic
will take path B

- When load sharing needs to be done for the incoming traffic across multiple paths based on packet
entities in the incoming traffic
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Enterprise security

TraffccontrollMACIFilter’andIPort’Security helplrestrictitheltraffclallowedlintolandloutiofispecifediportsiorlinterfaceslinithelsystemliniorderitolincreaseloverallisecurity!

andblocklIMACladdressifoodinglissues

DHCPISnooping monitorsDHCPItraffcbetween!DHCP clientsland!DHCPIserversitolfiterlharmfullDHCPImessagelandlbuildsialbindingsidatabaselof(MACladdress,IP]
address,VLANIID, port)ituplesithatlarelconsiderediauthorizedlinlorderitolprevent'DHCPIserver’spoofnglattacks]

IPIsourcelguardlandIDynamiclARPlInspectionluselthelDHCPIsnoopingbindingsidatabaselperlportlandiperlVLANtoldroplincomingpacketsithat‘dolnotimatchlanyl
bindinglanditolenforcelsourcellP/MACIladdressesforimaliciousiusersitraffclelimination

Time-basediLayer2l/ILayer3-v4l/ILayeri3-v6/ILayer/4dlAccessiControllLists(ACLs) canlbelbinded tolports,/Layeri2linterfaces,VLANs andILAGs(Linkl/AggregationGroups!
orlPortichannel)forifastiunauthorizedldatalpreventionland’right/granularity

Forlin-bandlswitchimanagement,/management’/ACLslonICPUlinterfacel(ControllPlanelACLs)arelused toldefnelthellP/MAClorlprotocolithroughiwhichimanagement!
access is allowed for increased HTTP/HTTPS or Telnet/SSH management security

Out-of-bandimanagementiisiavailablelvia’dedicatediservicelportl(1GIRI45/00B)whenlin-bandimanagementican’belprohibitediviaimanagement’/ACLs

Bridgelprotocolldatalunit/(BPDU)Guard allowsthelnetworkladministratoritolenforcelthelSpanningTree (STP).domainlbordersland’keep’thelactiveltopologylconsistent]
and predictable - unauthorized devices or switches behind the edge ports that have BPDU enabled will not be able to influence the overall STP by creating loops

Spanning(TreelRoot/Guard((STRG) enforceslthelLayer 2inetworkitopologylbylpreventinglroguelrootlbridgesipotentiallissuesiwhenforiinstance,/Junauthorized or!
unexpected new equipment in the network may accidentally become a root bridge for a given VLAN

Dynamic 802.1x VLAN assignment mode, including
Dynamic VLAN creation mode and Guest VLAN / Un-
authenticated VLAN are supported for rigorous user
and equipment RADIUS policy server enforcement

802.1xXMACIAddressAuthentication’Bypass (MAB)is]

a supplemental authentication mechanism that lets
non-802.1x devices bypass the traditional 802.1x
process altogether, letting them authenticate to
thelnetworklusingltheiriclient MACladdresslasian]
identifier

With Successive Tiering, the Authentication Manager
allows for authentication methods per port for a
Tiered Authentication based on configured time-outs

=] Upltol48iclients](802.1x)perlportiarelsupported,iincludingithelauthentication’ofithelusersidomain,’inlorderl
tolfacilitatelconvergent’deployments.ForlinstancelwhenlIPlphonesiconnect!PCslonltheirlbridge, IPlphones]
andIPCslcanlauthenticatelonlthelsamelswitch!port’butiunderldifferent’VLANIassignmentipolicies!(Voicel
VLANIIversuslotherlProductionlVLANS)!

<[ Allistloflauthorized!MACladdresseslof client/NICslisimaintainedlionthelRADIUS serverfor MABIpurpose
I MAB can be configured on a per-port basis on the switch

= MABIinitiateslafterlunsuccessfulldot1x’authenticationiprocessi(confgurableltimelout),.whenlclientsidon’t!
respond to any of EAPOL packets

=] Whenl802.1Xlunawarelclients'try’tolconnect,thelswitchlsendstheIMACladdressiofleachiclient’to’thelauthen-
tication server

=] ThelRADIUSIserverichecksitheIMACladdressloflthelclientNIClagainstithellistioflauthorizedladdresses

<1 The RADIUS server returns the access policy and VLAN assignment to the switch for each client

<[ Byldefault,/confgurationlauthenticationimethodslare’triedlinithislorder:IDot1x, thenIMAB,thenCaptivelPortall
(weblauthentication)

=] With BYOD, such Tiered Authentication is powerful and simple to implement with strict policies

- For instance, when a client is connecting, M4300 tries to authenticate the user/client using the three
methods above, the one after the other

«] The admin can restrict the configuration such that no other method is allowed to follow the captive portal
method, for instance

DoublelVLANsI(DVLAN)passitraffcifromlionelcustomer’domain’tolanother’throughithe*metrolcorelinlalmulti-tenancylenvironment:lcustomerVLANIIDs arelpreserved!
and a service provider VLAN ID is added to the traffic so the traffic can pass the metro core in a simple, secure manner

PrivatelVLANS(with!Primary?VLAN/Isolated’VLAN,]
CommunitylVLAN,Promiscuous’port,/Hostlport,
Trunks)lprovidelLayer 2lisolationlbetweenlportsithat’
share the same broadcast domain, allowing a VLAN
broadcast domain to be partitioned into smaller
point-to-multipoint subdomains accross switches in
the same Layer 2 network

<[ Private VLANSs are useful in DMZ when servers are not supposed to communicate with each other but need
to communicate with a router

=] They remove the need for more complex port-based VLANs with respective IP interface/subnets and
associated L3 routing

<[ Another Private VLANS typical application are carrier-class deployments when users shouldn’t see, snoop or
attack other users’ traffic

SSL version 3 and TLS version 2 ensure Web GUI sessions are secured

SecurelShelll(SSHiversioni2)land:SNMPv3](withloriwithout!MD5loriSHAlauthentication)’ensurelSNMPlandTelnetlsessions’arelsecured

2048-bit RSA key pairs, SHA2-256 and SHA2-512 cryptographic hash functions for SSLv3 and SSHv2 are supported on all M4300 models
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TACACS+landRADIUSIenhancedladministratorimanagementlprovidesstrict“Login”land“Enable”lauthentication’enforcementiforithelswitchiconfguration,lbased’onl
latestlindustry’standards:lexeclauthorizationlusing'lTACACS+IorlRADIUS;.commandlauthorizationlusinglTACACS+land'RADIUS[Server;luserlexeclaccountingforlHTTP!
andHTTPSlusing.TACACS+lor'RADIUS;landauthenticationlbased onluser’”domainlinladdition’toluserlIDlandlpassword

Superior quality of service
Advanced(classifer-basedlhardwarelimplementationiforiLayeri2/(MAC), LayerI3(IP)landLayeri4(UDP/TCP transportiports)prioritization
[8lqueues](7linlastack)for prioritieslandivariouslQoSIpolicieslbasedlonl802.1p (CoS)landDiffServicanlbelapplied tolinterfacesiandVLANS!
Advancediratellimitingldown(tol1IKbpsigranularitylandimininum-guaranteed’bandwidthicanlbelassociatediwith!/ACLslforlbestgranularity
Single Rate Policing feature enables support for < CommittedlinformationlRate (averagelallowablelratelforithelclass)
Single’RatelPolicerlasidefnedlby RFCI2697

] Committed’Burst’Sizel(maximumlamountioficontiguouslpacketsiforithelclass)

=] ExcessivelBurstiSizel(additionallburstisizelforithelclassiwith creditsireflllat/alslowerlratelthanicommitted!
burstlsize)

<[ DiffServ feature applied to class maps
IAutomaticlVoicelover!IPIprioritizationiwithlprotocol-based(SIPIH323land!SCCP.)lorlOUl-based Auto-VolPlupltol144isimultaneousivoicelcalls
iSCSIIFlowlAccelerationlandlautomatic’protectionl/IQoSlwithlAuto-iSCSI

Flow Control

802.3xIFlow.ControllimplementationlperllEEEI802.3] I Asymmetric flow control allows the switch to respond to received PAUSE frames, but the ports cannot
Annex 31B specifications with Symmetric flow generate PAUSE frames
control, Asymmetric flow control or No flow control

I Symmetricifowlcontrollallowslthelswitchltolbothlrespondto,;andgenerateZMACIcontrollPAUSE frames

Allows traffic from one device to be throttled for a I A device that wishes to inhibit transmission of data frames from another device on the LAN transmits a
specified period of time: a device that wishes to in- PAUSE frame

hibit transmission of data frames from another device

on the LAN transmits a PAUSE frame

UDLD Support

UDLD implementation detects unidirectional links ] UDLD protocol operates by exchanging packets containing information about neighboring devices
physicallportsl(UDLDImustbelenabledlonlbothlsides]

ofithellinklinlorderitoldetectianiunidirectionalllink) =] The purpose is to detect and avoid unidirectional link forwarding anomalies in a Layer 2 communication

channel

Bothl“normal-mode”land“aggressive-mode”larelsupported foriperfecticompatibility’withlotherivendorslimplementations,lincludingport“*D-Disable™ triggeringicaseslin]
both modes
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Target Application

M4250-16XF M4250-16XF

1G Fiber 1G Fiber !/ 1G Fiber

M4250-10G2F-PoE+ 1G Fiber M4250-10G2F-PoE+

10G Fiber
10G Fiber

() [ o e o [

AudioTX 16 %% S

Audio TX 1G ~
M4250-10G2XF-PoE++

Audio RX 1G Audio RX 1G

Video TX 1G Video RX 1G

VLAN 10

Anew AV Line of M4250 switches with out-of-the-box functionality and an industry-frst: a concurrent second user interface
solely designed with the AV Pro in mind.

NETGEAR has enhanced the experience for AV professionals by including a new user interface designed from the ground
up. Pro AV customers don’t have to settle for an IT-centric interface with settings and IT-specifc functionality they will never
need. The new M4250 AV interface presents the common AV controls right up front with user-selectable profles for
common AV platforms making it a snap to ensure the settings are correct for a specifc audio or video application.

(AT
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ComponentslandiModules

M4250 AV Licenses

Activate New License

© Online License Activation Offline License Activation

License Key
r 111-222-333-444

Cancel Save

M4250 AVB Licenses are electronic SKUs. A license registration key is received by email and can be copied
and pasted directly in the AV Ul [Switch IP Address:8080] when the switch is online.
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Componentsland/Modules

M4250-10G2F-PoE+

AVlLine Managed Switch *[8-portl10/100/1000BASE-T[(RJ45)IPoE+with]125WPoEbudget
Ordering information 12-portl10/100/1000BASE-TI(RJ45)

<JAmericas: GSM4212P-100NAS *12-portl1000BASE-X((SFP)

~Europe: GSM4212P-100EUS 124 Gbps non-blocking fabric across 12 ports

<JAsia Pacific: GSM4212P-100AJS *[Out-of-band 1G Ethernet management port
<IChina:lGSM4212P-100PRS *[USB-ClandIRJ45IRS232[consolelportsiandlUSB-Alstoragelport
«Warranty: Lifetime ProSAFE Hardware Warranty <[Front black display panel and all ports in the back
<JAVBLLicense:IAVB4212P-10000S((soldiseparatel *[Possible reversed mounting with ports in the front

*JRack-mounting standard brackets
elLongerlbracketsforirecessedmountingl(2linchesl//5cm)
*Threadedlholelinifrontl(1xM10)foriclamps
eThreadedlholeslonithelbottom((4xM5)for’50x100mmiVESAlplates
*ISelectable fan modes for fanless, quiet, or cool operation
eIDimensions(WxDxH):[440(x1200(x/43.2Imm
*]Weight:12.85Kgl(6.28Ib)

NETGEAR

A&
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Componentsland/Modules

M4250-10G2XF-PoE+

AV Line Managed Switch <’8-porti10/100/1000BASE-TI(RJ45)POE+with:240WIPoElbudget
Ordering information 12-portl10/100/1000BASE-TI(RJ45)

<JAmericas: GSM4212PX-100NAS *12-portl1000/10GBASE-X((SFP+)

<[Europe: GSM4212PX-100EUS *[60 Gbps non-blocking fabric across 12 ports

<JAsia Pacific: GSM4212PX-100AJS *[Out-of-band 1G Ethernet management port
IChina:lGSM4212PX-100PRS *]USB-ClandlRJ45IRS232consolelportsiandlUSB-Alstoragelport
«Warranty: Lifetime ProSAFE Hardware Warranty <[Front black display panel and all ports in the back
<JAVBILicense:/AVB4212PX-10000S(soldiseparately) *Possible reversed mounting with ports in the front

*JRack-mounting standard brackets
elLongerlbracketsforirecessedmounting(2linchesl/15icm)
*Threadedlholelinifrontl(1xM10)foriclamps
eThreadedlholeslonithelbottom((4xM5)for’50x100mmiVESAlplates
*ISelectable fan modes for fanless, quiet, or cool operation
eIDimensions(WxDxH):[440(x1200(x/43.2Imm
*]Weight:12.9Kg[(6.391b)

NETGEpg
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Componentsland/Modules

M4250-10G2XF-PoE++

AV Line Managed Switch «I8-port’10/100/1000BASE-TI(RJ45) Ultra90PoE++with720W PoEbudget
Ordering information [2-port/10/100/1000BASE-T|(RJ45)

<JAmericas: GSM4212UX-100NAS *12-portl1000/10GBASE-X((SFP+)

<Europe: GSM4212UX-100EUS [Compatiblel802.3af(15.4W),[802.3at(30W),[802.3bt)(60,/75land/90W)
<JAsia Pacific: GSM4212UX-100AJS *[60 Gbps non-blocking fabric across 12 ports
IChina:lGSM4212UX-100PRS *[Out-of-band 1G Ethernet management port

«Warranty: Lifetime ProSAFE Hardware Warranty *JUSB-ClandRJ45RS232[consolelportsiandlUSB-Alstoragelport
<’AVBILicense:AVB4212UX-10000S (soldiseparately) «Front black display panel and all ports in the back

*JPossible reversed mounting with ports in the front
*IRack-mounting standard brackets
*lLongerlbracketsforirecessedmountingl(2linchesl//5cm)
eThreadedlholelinifronti(1xM10)foriclamps
*Threadedlholeslonthelbottom((4xM5)for’50x100mmiVESAlplates

*ISelectable fan modes for fanless, quiet, or cool operation

*IDimensionsl(WxDxH):14401x1257(x43.2Imm
*Weight:13.83Kg((8.44lb)
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M4250-12M2XF

AV Line Managed Switch +12-port’100/1000/2.5GBASE-T/(R145)

Ordering information *[2-port’1000/10GBASE-X(SFP+)

<Americas: MSM4214X-100NAS *]100 Gbps non-blocking fabric across 14 ports

<Europe: MSM4214X-100EUS «lOut-of-band 1G Ethernet management port

<[Asia Pacific: MSM4214X-100AJS *[USB-ClandIRJ45IRS232[consolelportsiandiUSB-Alstoragelport
<[China:IMSM4214X-100PRS <IFront black display panel and all ports in the back

<Warranty: Lifetime ProSAFE Hardware Warranty *JPossible reversed mounting with ports in the front

< AVBILicense:AVB4214X-10000S](sold separately) *Rack-mounting standard brackets

*lLongerlbracketsforirecessedmountingl(2linchesl//5cm)
eThreadedlholelinifronti(1xM10)foriclamps
*Threadedlholeslonthelbottom((4xM5)for’50x100mmiVESAlplates
*ISelectable fan modes for fanless, quiet, or cool operation
*IDimensionsl(WxDxH):14401x/1001x/43.2Imm
Weight:11.74Kg](3.85Ib)

°© o
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M4250-16XF

AV Line Managed Switch <116-port'1000/10GBASE-XI(SFP+)

Ordering information #1320 Gbps non-blocking fabric across 16 ports

<JAmericas: XSM4216F-100NAS *JOut-of-band 1G Ethernet management port

«[Europe: XSM4216F-100EUS *]USB-ClandlRJ45IRS232consolelportsiandlUSB-Alstoragelport
«IAsia Pacific: XSM4216F-100AJS *JFront black display panel and all ports in the back
<IChina:IXSM4216F-100PRS *IPossible reversed mounting with ports in the front

<Warranty: Lifetime ProSAFE Hardware Warranty *[Rack-mounting standard brackets
<IAVBILicense:/AVB4216F-10000S](soldIseparately) elLongerlbracketsforirecessedmountingl(2linchesl//5cm)

*Threadedlholelinifrontl(1xM10)foriclamps
eThreadedlholeslonithelbottom((4xM5)for’50x100mmiVESAlplates

*ISelectable fan modes for fanless, quiet, or cool operation

eIDimensionsl(WxDxH):14401x/1001x/43.2Imm
*]Weight:11.74Kg](3.85Ib)
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GBICISFPlandISFP+IOpticsiforIM4250lseries

Ordering information

Multimode Fiber

Single mode Fiber

[ Fitslinto!M4250.SFP+]

10GBase-LRM long reach multimode
802.3aq - LC duplex connector

up to 220m (722 ft)
AXM763-10000S (1 unit)

10GBase-LRM long reach multimode
802.3aq - LC duplex connector

up to 260m (853 ft)
AXM763-10000S (1 unit)

AXM761

<[ Worldwide:Isee tablelbelow (M M F) (S M F)
W, ty 50 OM1 or OM2 OM3 or OM4

Ay years 62.5/125um 50/1250m 9/125um

10 Gigabit SFP+ AXM763 AXM763 AXM762

10GBase-LR long reach single mode
LC duplex connector

up to 10km (6.2 miles)

AXM762-10000S (1 unit)
AXM762P10-10000S
(pack of 10 units)

AXM764

o[ FitslintolM4250ISFP+[]
andISFPlinterfaces!

LC duplex connector
up to 275m (902 ft)
AGM731F (1 unit)

interfaces!
10GBase-SR short reach multimode 10GBase-LR LITE single mode
LC duplex connector LC duplex connector
up to 300m (984 ft) up to 2km (1.2 mile)
AXM761P10-10000S 64-100005 (1 unit)
(pack of 10 units)
Gigabit SFP AGM731F AGM731F AGM732F
} - 1000Base-SX short range multimode 1000Base-LX long range single
1000Base-SX short range multimode LC duplex connector mode

OM3: up to 550m (1,804 ft)
OM4: up to 1,000m (3,280 ft)
AGM731F (1 unit)

LC duplex connector
up to 10km (6.2 miles)
AGM732F (1 unit)

AGM734

1000BASE-T RJ45 SFP
(Gigabit)

Ordering information
* Worldwide: AGM734-10000S

e Warranty: 5 years

[ Fits into M4250 SFP+ and SFP interfaces

<[ 1 port Gigabit RJ45

*]Supports only 1000Mbps full-duplex mode
<[ Upltol100m((328ft)iwithICat5!RJ45or better

<] Convenientlyladds!1Glcoppericonnectivitytol
M4250 fiber interfaces

AXM765
10GBASE-T RJ45 SFP+
(10 Gigabit)

Ordering information
* Worldwide: AXM765-10000S

= Warranty: 5 years

distance

I CAT6alorlbetteriwiringrequiredfor’l10GBASE-T!
up to 30 meters

] Convenientlyladdsi10Glcoppericonnectivity(tol
M4250 fiber interfaces

1Fits into M4250 SFP+ interfaces
*1 port 10GBASE-T RJ45
] Coppericonnectivitylupto’30ImI(98ifeet)
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DirectlAttachlCablesforlM4250lseries

[ FitslintolM4250ISFP+1]
interfaces!

10GSFP+.Cul(passive)
SFP+ connectors

AXC761-10000S (1 unit)

10GSFP+ICul(passive)
SFP+ connectors

AXC763-10000S (1 unit)

Ordering information SFP+ to SFP+
[ Worldwide:see tablelbelow
i N 1Imeterl(3.3Ift) 3Imeters[(9.8ft) Simetersl(16.4[ft)
=[Warranty:Slyears
10 Gigabit DAC
AXC761 AXC763 AXC765

10GSFP+[Cul(active)
SFP+ connectors

AXC765-10000S (1 unit)

7Imeters((23.0lft)

10Imeters](32.8Ift)

15Imeters((49.20ft)

AXC767

10GSFP+[Cul(active)
SFP+ connectors

AXC767-10000S (1 unit)

AXC7610

10GSFP+Cul(active)
SFP+ connectors

AXC7610-10000S (1 unit)

AXC7615

10GSFP+](duplexifberloptic)
SFP+ connectors

AXC7615-10000S (1 unit)

20meters](65.6ft)

AXC7620

10GSFP+[(duplexIfberioptic)
SFP+ connectors

AXC7620-10000S (1 unit)
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Technical Specifications

Requirements based on 13.0 software release

Model Name
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-12M2XF

M4250-16XF

Physical Interfaces

Datasheet | M4250 series
AV Line Managed Switches

Description
AV Line 8x1G PoE+ 125W 2x1G and 2xSFP Managed Switch
AV Line 8x1G PoE+ 240W 2x1G and 2xSFP+ Managed Switch
AV Line 8x1G Ultra90 PoE++ 720W 2x1G and 2xSFP+ Managed Switch
AV Line 12x2.5G and 2xSFP+ Managed Switch

AV Line 16x1G/10G SFP+ Managed Switch

Model
number

GSM4212pP

GSM4212PX

GSM4212UX

MSM4214X

XSM4216F

Gigabit and 10 Gigabit Auto-sensing RJ45 PoE

Auto-sensing RJ45

Auto-sensing RJ45 Auto-sensing SFP

Ethernet Ports 10/100/1000BASE-T 10/100/1000BASE-T 100/1000/2.5GBASE-T 100/1000BASE-X
M4250-10G2F-PoE+ 8lportsIPoE+(125W) 2 - 2
M4250-10G2XF-PoE+ 8IportsIPOE+1(240W) 2 - -
M4250-10G2XF-PoE++ 8 ports (L;';'(‘)’\?v? PoE++ 2 - -
M4250-12M2XF - - 12 -
M4250-16XF - - - -
Total Usable Port Count 1G Ports 2.5G Ports 10G Ports

M4250-10G2F-PoE+ 12 - -

M4250-10G2XF-PoE+ 10 - 2

M4250-10G2XF-PoE++ 10 - 2

M4250-12M2XF - 12 2

M4250-16XF - - 16

Console ports
SeriallRS232]RJ45](rear);{USB-Cl(rear)

Management Ports
All models
Fixed Power Supplies

All models Internal PSU with on/off switch
Fixed fans
All models Side-to-side airflow

Power over Ethernet

PSE Capacity PoE+ Ports (802.3at)

Service port (Out-of-band Ethernet)
17xIRJ45110/100/1000BASE-T(rear)

Ultra90 PoE++ Ports (802.3bt)

Auto-sensing SFP+
1000/10GBASE-X

2
2

2
16

Storage port
1IxIUSB-Al(front)

M4250-10G2F-PoE+
M4250-10G2XF-PoE+

M4250-10G2XF-PoE++
PoE Budget

8 - Ultra90 PoE++ 802.3bt is compatible with:
1802.3aflPOE](15.4W),/802.3at’POE++((30W),
land’802.3bt(60W,[75WIland’90W).

8 -
- 8
PoE Budget @ 110V AC in

M4250-10G2F-PoE+ 125 Watts
M4250-10G2XF-PoE+ 240 Watts
M4250-10G2XF-PoE++ 720 Watts

Features Support M4250-10G2F-PoE+ M4250-10G2XF-PoE+ M4250-10G2XF-PoE++
IEEE[802.3afl(uptol15.4Wiperiport) Yes Yes Yes
IEEE802.3at((upltol30WIperiport) Yes Yes Yes
IEEEIB02.3btl(uptol90Wiperiport) No No Yes
IEEE802.3atlLayerl2[(LLDP)Imethod Yes Yes Yes
IEEE 802.3at 2-event classification Yes Yes Yes
IEEEIB02.3btlLayer2(LLDP)Imethod No No Yes
IEEE 802.3bt auto-classification method No No Yes
Pre-802.3bt standard method No No Yes
PoEltimerl/ischedulel(week,days,’hours) Yes Yes Yes
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Processor/Memory
Processor](CPU)-lalllmodels Integrated’ARMIA911.25GhzICPUlinlswitchinglsiliconl(32-bit)
Systemlmemoryl(RAM)-lalllmodels 2GB
Codelstoragel(fash)-lalllmodels 256 MB Dual firmware image
Packet Buffer Memory
All models 16 Mb Dynamically shared across only used ports

Performance Summary

Switching fabric

M4250-10G2F-PoE+ 24 Gbps
M4250-10G2XF-PoE+, M4250-10G2XF-PoE++ 60 Gbps
Line-ratel(nonlblockingifabric)
M4250-12M2XF 100 Gbps
M4250-16XF 320 Gbps

Throughput (64-byte frames)

M4250-10G2F-PoE+ 17.86 Mpps

M4250-10G2XF-PoE+, M4250-10G2XF-PoE++ 44.64 Mpps

M4250-12M2XF 74.40 Mpps

M4250-16XF 238.08 Mpps

Latency - 10G Fiber 64-byte frames 512-byte frames 1024-byte frames 1518-byte frames

M4250-10G2F-PoE+ - - - -

M4250-10G2XF-PoE+ 0.838us 0.821ps 0.820ps 0.819ps
M4250-10G2XF-PoE++ 0.807ps 0.791ps 0.790us 0.789us
M4250-12M2XF 0.807ps 0.791ps 0.790us 0.789us
M4250-16XF 0.811ps 0.834ps 0.860us 0.831pus
Latency - 1G Fiber 64-byte frames 512-byte frames 1024-byte frames 1518-byte frames
M4250-10G2F-PoE+ 2.271ps 2.257us 2.267)s 2.2661s
M4250-10G2XF-PoE+ 1.169us 1.174ps 1.159us 1.154pus
M4250-10G2XF-PoE++ 1.148pus 1.141ps 1.137us 1.156pus
M4250-12M2XF 1.186ps 1.178pus 1.156ps 1.173ps
M4250-16XF 1.274ps 1.292us 1.291ys 1.297us
Latency - 1G Copper 64-byte frames 512-byte frames 1024-byte frames 1518-byte frames
M4250-10G2F-PoE+ 2.133ps 2.136ps 2.131ps 2.142ps
M4250-10G2XF-PoE+ 2.140us 2.140ps 2.137us 2.144pus
M4250-10G2XF-PoE++ 1.837us 1.829us 1.828us 1.826ps
M4250-12M2XF 2.843ps 2.836us 2.834ps 2.836ps
M4250-16XF - - - -

Latency - 2.5G Copper 64-byte frames 512-byte frames 1024-byte frames 1518-byte frames

M4250-10G2F-PoE+ - - - -
M4250-10G2XF-PoE+ - - - -
M4250-10G2XF-PoE++ - - - -
M4250-12M2XF 6.013ps 6.014ps 6.012ps 6.016ps
M4250-16XF - - - -

Green Ethernet

[TDeactivatedlbyldefault

EnergylEffcient’Ethernet(EEE) CompliantiwithlIEEEI802.3az/Energy EffcientEthernet'Task Forcel
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Other Metrics

Forwarding mode Store-and-forward

Addressing 48-bittMACladdress

Address database size 16KIMACIladdresses

Number of VLANs 4,093IVLANS[(802.1Q)Isimultaneously

Numberlofimulticast'groups.fltered(IGMP) 4Kltotall(2,048[IPv4landi2,048IPv6)

NumberlofiLink’Aggregation/Groupsl(LAGS) 8 LAGs with up to 8 ports per group 802.3ad / 802.1AX-2008

Number of hardware queues for QoS 8 queues

Number of routes
IPv4
IPv6

SDM(System!DatalManagement, oriswitch!
database) templateslallow forlgranularisystem!
resources distribution depending on IPv4 or
IPv6 applications

894 IPv4 Unicast Routes in Default IPv4 Basic SDM Template
126 IPv6 Unicast Routes in Default IPv4 Basic SDM Template

Number of static routes
IPv4 64
IPv6 64

RIP application route scaling

IPv4 32 in Default IPv4 Basic SDM Template

NumberloflIPlinterfaces)(portlor’lVLAN) 128

Jumbo frame support up to 12KB packet size

I@125°Clambientl(77°F)
FollowinglthellSO-7779Istandard..Bystander’/Mode./ChamberTempl25°CIduringltestinglunlessinoted!
otherwise. Full, 100%, Data and PoE loaded. Worst case.
dBAlvalueslareISPL(Sound PressurelLevel)lvalues,testingfollowingthellSO-7779standard

ThreelmodeslarelconfgurablelusingthelAVIGUIlorithe!CLI:IFaniOffimode,/Quietimodel(default),;/and!Cool!
mode

Acoustic noise
Testing method
SPLI(SoundPressurellLevel)

Fan management

Fan Off mode M4250-10G2F-PoE+ M4250-10G2XF-PoE+ M4250-10G2XF-PoE++  M4250-12M2XF M4250-12M2XF
Acoustic noise 0dBAI(fanless) 0dBA((fanless) 0dBA(fanless) 0dBAI(fanless) 0dBA((fanless)
Maximum conditions Ambientl25°C, Sensorl  Ambient25°C,Sensor! Ambient(25°C,[Sensor! Ambientl25°C, Sensor! Ambient’25°C,Sensor!

<42°C,PoEPower’ <44°C,PoEPowerlLoad]! <67°C,PoEPoweriLoad! <64°C, 4 ports’2.5G! <78°C,

CaselTemperaturel(top)

Quiet mode

Conditions

Fan duty

Acoustic noise

aseTemperature!
----- op)
Conditions

Fan duty
Acoustic noise

CaselTemperaturel
_____ (top)

Load 80W,
all ports can be used

37.1°C

M4250-10G2F-PoE+

Ambient25°C,'Sensor]
<36°C,/PoE[Power!
Load 125W,

all ports can be used
25

27.38dBA
35.9°C

If ambient temperature
is’higherithani25°CI
and when
36°Cl<ISensori=39°C
50

TBD

TBD

90w,
all ports can be used
38.4°C

M4250-10G2XF-PoE+
Ambient25°C,/Sensor!

<37°C,IPoEIPowerlLoad!

240w,
all ports can be used

25
27.4dBA

40.6°C

If ambient temperature

isthigherithani25°Cland!

when
37°Cl<ISensor=40°C
50
39.22dBA

34°C

45W,
all ports can be used
42.3°C

M4250-10G2XF-PoE++
Ambientl25°C,[Sensor]

<49°C,[PoEPowerlLoad!

0-90W,
all ports can be used
25

34.57dBA
41.1°C

Ambientl25°C,ISensor]

<49°C,PoE’PowerlLoad!

90-180W

30
40dBA

40.8°C

used in block 1-6 and
4 ports 2.5G used in
block 7-12, no SFP+

56°C
M4250-12M2XF
Ambient25°C,'Sensor]

<58°C/lalllportsicanibel

used

25
28.5dBA

53.5°C

If ambient temperature

isthigherthan’25°Cland!

when
58°Cl<Sensori=61°C
50
TBD

TBD

8 ports SFP+

36.2°C

M4250-12M2XF

Ambient25°C,ISensor]
<67°C,alllportsican’bel
used

25
27.44dBA

41.6°C

If ambient temperature
islhigherithanl25°Cland!
when
67°Cl<ISensor<70°C
50

TBD

TBD
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Conditions

Fan duty
Acoustic noise

..... (top)
Conditions

Fan duty

Acoustic noise

,,,,, Coolimode
Fan duty
Acoustic noise

,,,,, (top)
Heat[Dissipation](BTU)
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-12M2XF
M4250-16XF

Mean Time Between Failures
(MTBF)

M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-12M2XF

M4250-16XF

CaselTemperature!

CaselTemperaturel

If ambient temperature
islhigherithani25°C!
and when
39°Cl<ISensori=42°C
75

TBD
TBD

If ambient temperature
islhigherlithani25°CI
and when
Sensorl>42°C

100

55dBA

27.2°C

M4250-10G2F-PoE+
100
55dBA
27.2°Clwhenlambient]
252
Without PoE, all ports
17.32W - 59.13 BTU/hr
25W - 85.35 BTU/hr
26.3W - 89.79 BTU/hr
37.9W - 129.39 BTU/hr

47.84W - 163.33 BTU/hr
1251°Clambient((771°F)
778,769 hours

(~88.9lyears)
576,889 hours
(~65.9lyears)
947,871 hours
(~108.2lyears)
720,892 hours
(~82.3lyears)
844,633 hours
(~96.4lyears)

If ambient temperature

islhigherlthani25°Cland!

when
40°CI<ISensor’=43°C
75
TBD
TBD

If ambient temperature

islhigherithani25°Cland!

when
Sensor>[43°C

100

56dBA

30.9°C

M4250-10G2XF-PoE+
100
56dBA
30.9°Clwhenlambient]
252@
With Max PoE, all ports
163.9W - 559.55 BTU/hr
306.4W - 1046.05 BTU/hr

837.7W - 2859.91 BTU/hr

[@l45°Clambienti(113°F)
530,659 hours
(~60.6lyears)

562,708 hours
(~64.2years)

493,860 hours
(~56.4lyears)

Ambientl25°C,[Sensor!

<49°C,PoEIPower Load!

180-720W,
all ports can be used
40
47.19dBA
52NI0E

If ambient temperature

islhigherlthani25°Cland!

when
49°CI<ISensori<55°C
550CI<ISensori<60°C
Sensor’>160°C
60
80
100
TBD
TBD
60dBA
TBD
TBD
41.8°C
M4250-10G2XF-PoE++
100
60dBA

41.8°Clwhenlambient!
252@

If ambient temperature

isthigherthani25°Cland!

when
61°Cl<ISensori=64°C
75
TBD
TBD

If ambient temperature

isthigherthan’25°Cland!

when
Sensorl>164°C

100

55dBA

33.2°C

M4250-12M2XF
100
55dBA

33.2°Clwhenlambient]
252@

Standby without any port connection

8.53W - 29.12BTU/hr
12.96W - 44.24BTU/hr
18W - 61.45BTU/hr

14.1W - 48.14BTU/hr

19.27W - 65.78BTU/hr

1@I501°Clambient(12201°F)

416,021’hours)(~47.5lyears)

490,265 hoursi(~56lyears)

If ambient temperature
islhigherlthani25°Cland!
when
70°Ci<ISensor<73°C
75

TBD
TBD
If ambient temperature
isthigherithani25°Cland!
when
Sensor>[73°C

100

57dBA

30.3°C

M4250-12M2XF
100
57dBA

30.3°Clwhenlambient]
252@

PAGE 24 of 44



N E TG E A R® Datasheet | M4250 series

AV Line Managed Switches

L2 Services - VLANs

IEEE 802.1Q VLAN Tagging Yes 802.1Q-1998 Up to 4,093 VLANSs - 802.1Q Tagging
Protocol Based VLANs Yes
IP subnet Yes
ARP Yes
IPX Yes
Subnet based VLANs Yes
MACIbasedVLANs Yes
Voice VLAN Yes BasedlonphonesiOUllbytes](internalidatabase,/orluser-maintained):
orlprotocols(SIP,H323and!SCCP)
Private Edge VLAN Yes
Private VLAN Yes
IEEE 802.1x Yes 802.1x-2004
Guest VLAN Yes
RADIUS based VLAN assignment via .1x Yes IPIphoneslandIPCslcanlauthenticatelonithelsame portibutiunderidifferent]
RADIUS based Filter ID assignment via .1x Yes VLAN assignment policies
IIIMAC-based!.1x Yes
Unauthenticated VLAN Yes
Double VLAN Tagging Yes
Enabling dvlan-tunnel makes interface Yes

loballethertypel(TPID) Yes

TInterfacelethertypel(TPID) Yes
[I’CustomerlIDlusingPVID Yes
GARP with GVRP/GMRP Yes Automatic registration for membership
in VLANSs or in multicast groups
MultiplelRegistrationIProtocol!(MRP) Yes CanlreplacelGARPIfunctionality
Multicast’VLANIRegistrationIProtocoll(MVRP) Yes CanlreplacelGARPIfunctionality
MVRI(Multicast’VLANIregistration) Yes

L2 Services - Availability

IEEE 802.3ad - LAGs Yes Up to 8 LAGs and up to 8 ports per group
[ILACP Yes
[TILACPIautomatically’revertsitolandifromiStaticlLAG Yes
Static LAGs Yes
LAG Hashing Yes
LAG Member Port Flaps Tracking Yes
StormIControl Yes
IEEE802.3x!(FulllDuplexland:fowicontrol) Yes
TTPerlportiFlow Control Yes Asymmetricland:SymmetriclFlow.Control
UDLDISupportl(UnidirectionallLink!Detection) Yes
Normal-Mode Yes
Aggressive-Mode Yes
Link Dependency Yes Allow the link status of specified ports to be dependent on the link status of
other ports
IEEE 802.1D Spanning Tree Protocol Yes
IEEE 802.1w Rapid Spanning Tree Yes
IEEE 802.1s Multiple Spanning Tree Yes
PerlVLANISTPI(PVSTP)withIFastUplinkland! . -
FastBackbone Yes PVST+ interoperability
PerlVLANIRapidISTPI(PVRSTP) Yes RPVST+ interoperability
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STP Loop Guard Yes
STP Root Guard Yes
STP BPDU Guard Yes
STP BPDU Filtering Yes
STP BPDU Flooding Yes

L2 Services - Multicast Filtering

IGMPv2 Snooping Support Yes
IGMPVv3 Snooping Support Yes
Yes[IIIIForlautomaticimulticastlacrossiIM42501/IM4300/IM4500((SpinelandiLeaf) atlLayer2,removing!

NETGEAR IGMP Plus™ Enhanced Implementation the need for L3 PIM routing

MLDv1 Snooping Support Yes
MLDv2 Snooping Support Yes
Expedited Leave function Yes
Static L2 Multicast Filtering Yes
Enable IGMP / MLD Snooping per VLAN Yes
IGMPv1/v2 Snooping Querier, compatible v3 queries Yes
MLDv1 Snooping Querier Yes
MGMD Snooping
[T ControllPacket’Flooding Yes
Flooding to mRouter Ports Yes
Remove Flood-All-Unregistered Option Yes
MulticastVLANIregistration!(MVR) Yes

L3 Services - Multicast Routing

IGMP Proxy Yes
MLD Proxy Yes
AnylSourcelMulticastl(ASM) Yes
SourcelSpecifcIMulticast/(SSM)! Yes
Multicast streams routing between subnets, VLANs Yes
Multicastistaticlroutesl(IPv4,IPv6) Yes
Neighbor discovery Yes
PIM-DM(Multicast/Routingl-ldenselmode) Yes
PIM-DM(IPV6) Yes
PIM-SM(Multicast’Routingl-isparselmode) Yes
PIM-SMI(IPV6) Yes
PIM multi-hop RP support Yes
PIM Timer Accuracy Yes
PIM-SM Unhandled Events Yes
IPMClreplicationl(hardwarelsupport) Yes

L3 Services - DHCP

DHCPIIPv4/IDHCPIIPv6 Client Yes
DHCPLIPv4l/IDHCPIIPv6Server](Stateless, Stateful) Yes
DHCPISnooping!IPv4l/lIPv6 Yes
BootP Relay IPv4 / IPv6 Yes
DHCPIRelaylIPv4l/IIPv6 Yes
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DHCPIRelay!Optioni82icircuit-idlandiremote-idforl

VLANs ves

Multiple Helper IPs Yes

AutolInstall (DHCPIoptionsi66,167,/150land’55,1125) Yes
L3 Services - Routing

StaticlRouting/IECMPStaticIRouting IPv4/IPv6
Multiple next hops to a given destination Yes
Load sharing, Redundancy Yes
Default routes Yes
Static Reject routes Yes

Port Based Routing Yes

VLAN Routing Yes

[11802.3adl(LAG)forlrouterlports Yes

Loopback Interfaces Yes

RIP IPv4
RIPV1/RIPv2 Yes

IP Multinetting Yes

ICMPIthrottling Yes

Router Discovery Protocol Yes

DNSIClient IPv4/IPv6

IP Helper Yes
Max IP Helper entries 512

IP Event Dampening IPv4/IPv6

Proxy ARP IPv4/IPv6

ICMP IPv4/IPv6

[IMICMPIredirectldetectionlintlhardware Yes

PolicylBasedRoutingI(PBR) IPv4/IPv6
Based on the size of the packet Yes
Based on the Protocol of the payload Yes

"""" [(ProtocollIDIfeld)

[BasedlonlSourcelMACladdress Yes
Based on Source or Destination IP address Yes
Based on VLAN tag Yes

[IBasedlonlPriority(802.1PIpriority) Yes

Network Monitoring and Discovery Services

ISDP[(IndustrylStandardIDiscovery Protocol) Yes Canlinteroperatelwithdeviceslirunning!ICDP

802.1ab LLDP Yes

802.1ab LLDP - MED Yes

SNMP V1,V2,V3

RMON 1,2,3,9 Yes

sFlow Yes!(IPv4landlIPv6lheaders)

Security

Network Storm Protection, DoS

Broadcast, Unicast, Multicast DoS Protection Yes

[IIDeniallof ServicelProtectionl(control’plane) Yes SwitchICPUlprotection

[IDenialloflServicelProtection(data’plane) Yes Switch Traffic protection
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DosS Attacks Protection

CPURatelLimiting

ICMPLthrottling
Management

Management/ACLI(MACAL)
Max Rules

Out of band Management
Radius accounting
TACACS+

MaliciousICodelDetection!

Yes

Yes|

Yes[I

64

Yes

Yes[I

Yes

Yes[I

SIPDIP UDPPORT LAPORT
SMACDMAC TCPFLAGSEQ ICMP
FIRSTFRAG TCPOFFSET ICMPV4 SYNACK
TCPFRAG TCPSYN ICMPV6
TCPFLAG TCPSYNFIN ICMPFRAG
TCPPORT TCPFINURGPSH PINGFLOOD

Applied to IPv4 and IPv6 multicast packets with unknown L3 addresses when IP routing/
multicast enabled

,,,,,,, RestrictlICMP,PING traffciforICMP-basedDoSlattacks

,,,,,, ProtectsimanagementICPUlaccess’throughlthelLAN

In-band management can be shut down entirely when out-of-band management network

,,,,,, RFCI2565landRFCI2866

,,,,,, SoftwarelimagelfleslandConfgurationlfles]
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DiffServ QoS
Edge Node applicability
Interior Node applicability
[17802.3ad(LAG)forlservicelinterface
Support for IPv6 fields

Ingress/Egress
IEEEIB02.1pICOS

[IWRED(WeightedDefcit’iRound'Robin)
Strict Priority queue technology

Single Rate Policing

CommittedlInformation’Rate
ommitted’BurstiSize

Excessive Burst Size

DiffServ feature applied to class maps

Auto-VolP

iSCSIIFlowlAcceleration
Dotlp Marking
[TIPIDSCPIMarking
QoS - ACL Feature Support

ACLISupportl(generalincludeslIPIACLS)
[IIMACIACLISupport
IP Rule Match Fields:

Destination IP

Destination IPv6 IP

Destination L4 Port

Every Packet
[rPpscep

IP Precedence

IPTOS

Protocol
[ISourcellPi(foriMaskisupportiseelbelow)

Source IPv6 IP

L3 IPv6 Flow Label

Source L4 Port
[ITCPIFlagl(ack,lest,[fn)

Supports Masking

MACIRuleMatchFields

Ethertype
Source]MAC

VLAN ID

Rules attributes
Assign Queue
Logging -- deny rules

Rate Limiting -- permit rules

irrori(tolsupportedlinterfaceltypesionly)
,,,,, Redirect(tolsupportedlinterfaceltypesionly)

Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes

Yes[(CLIlonly)
Yes
Yes
Yes
Yes

Yes, basedlonlprotocols(SIP/H323land!SCCP)lorlonlOUllbytesi(default’databaselandluser-based!OUls)lin!

thelphonelsourcelMACladdress

Yes
Yes
Yes

Yes
Yes

Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound

Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound

Inbound/Outbound
Inbound/Outbound
Inbound/Outbound

Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound

Inbound
Inbound/Outbound
Inbound
Inbound
Inbound/Outbound
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Interface

Inbound direction

Outbound direction

Supports LAG interfaces
[IISupportsiControl-planelinterface

,,,,, MultiplelACLs!perlinterface, dir

QoS - DiffServ Feature Support
DiffServ Supported

[IIClassType

All
[TIClass!MatchiCriteria
COS

COS2((Secondary!COS)

Destination IPv6 IP
Destination L4 Port

Ethertype
Every Packet
TIPIDSCP
IP Precedence
[IPITOS (for’MaskIsupportiseelbelow)
Protocol
TIReferencelClass
[ISourcellPl(forlMaskisupportseelbelow)
Source IPv6 IP
L3 IPv6 Flow Label
Source L4 Port
“SourcelMACI(forlMaskisupportisee’below)
TVLANIIDI(SourcelVID)
TIVLANIID2 (SecondaryVLAN) (SourceVID)
Supports Masking

Policy

,,,,, OutlClasslUnrestricted

Policy Attributes -- Inbound
Assign Queue

MarkICOS-AS-COS2
“MarkIlCOS2I(Secondary!COS)
[“MarklIPIDSCP

Mark IP Precedence
IMirrori(tolsupportediinterfaceltypesionly)

Police Simple

Police Single-Rate

Police Two-Rate
TPolicelColor/AwarelMode

,,,,,,,,, Redirect(tolsupportedlinterface’typesionly)

[“DestinationlIPl(for’/Mask’supportisee’below)

TDestinationIMACI(for’Masklsupportiseelbelow)

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes

Inbound/Outbound
Inbound

Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound

Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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Policy Attributes -- Outbound Yes
Yes
Yes
Yes
Mark IP Precedence Yes
Mirrorl(tolsupportediinterfaceltypesionly) Yes
Police Simple Yes
Police Single-Rate Yes
Police Two-Rate Yes
I’PolicelColorl/AwarelMode Yes
edirect](tolsupportediinterfaceltypesionly) Yes
Service Interface
Inbound Slot.Port configurable Yes
Inbound "All" Ports configurable Yes
Outbound Slot.Port configurable Yes
Outbound "All" Ports configurable Yes
Supports LAG interfaces Yes
Mixed L2/IPv4 match criteria, inbound Yes
Mixed IPv4/IPv6 match criteria, inbound Yes
Mixed IPv4/IPv6 match criteria, outbound Yes
PHB Support
EF Yes
AF4x Yes
AF3x Yes
AF2x Yes
AF1x Yes
1mmcs Yes
Statistics -- Policy Instance
Offered packets
Discarded packets
QoS - COS Feature Support
COSISupport Yes
Supports LAG interfaces Yes
COSIMappingConfg
""" Confgurablelper-interface Yes
[IIPIDSCPIMapping Yes
COSIQueuelConfg
Queue Parms configurable per-interface Yes
Drop Parms configurable per-interface Yes
[INinterfaceTraffciShaping(foriwholelegresslinterface) Yes
Minimum Bandwidth Yes
[IWeighted!Defcit’:Round!Robinl(WDRR).Support Yes
Maximum Queue Weight 127
WRED Support Yes
PTP - PTPv2 Feature Support
PTPv2
IEEE 1588 PTPv2 Section 10 and 11.5 Yes

Implementation Transparent'Clock (TC)End-to-Endlimplementationiconsidering'thelresidencetimelof PTPv2lpacketsifrom]

ingress to egress
Limitations PTPv1ipacketsiarelforwardedlbutinotlprocessed(nolPTPv1isupport).
Method Residence time of the PPTPv2 packet at the egress port level

Thel"Synci&IDelay_Req"feldloflpassing/egressingloutlPTPv2 packetslislupdatediwiththelresidenceltimel

PTPv2 packet fields that are updated 1 (e Sl

OtherlfeldslinlPTPv2ipacketsi("Announce""Delay_Resp","Pdelay_Req"land!"Pdelay_Resp")larelnotl

PTPv2 packet fields that are NOT updated updated
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TSN - Time Sensitive Networking AVB Feature Support
AVB

Yes,whenlanlAVBIlicenselisiproperly’installediinithe’switchl(licenselsoldiseparately,'seelOrderinglinforma-

[IIIEEEIB02.1BA-2011/AudiolVideolBridgingl(AVB) tion‘at'the’end’of theTTech Spec section)

|IEEE 802.1AS-2011 gPTP Yes, with an AVB license

IEEE 802.1Qav-2009 FQTSS Yes, with an AVB license

IEEE 802.1Qat-2010 MSRP Yes, with an AVB license

|IEEE 802.1ak MMRP Yes, with an AVB license

IEEE 802.1ak MVRP Yes, with an AVB license

Max number of AVB streams 256 streams per switch

Limitations AVBIisn'tisupportedionlalLAG(linklaggregation/group,loriportichannel)

Functional Summary - IETF RFC Standards and IEEE Network Protocols

Core Management

RFCI854—Telnet RFCI3414]-User-BasediSecurity’Model

RFCI855—Telnetloption’specifcations RFCI3415-View-based!AccessiControllModel

RFCI1155-ISMIivl RFCI3416]-Version(2loflSNMP.ProtocollOperations

RFCI11571-ISNMP RFCI3417-Transport!Mappings

RFCI1212]-IConciselMIBldefnitions RFCI3418-IManagementlinformation/Basel(MIB)IforithelSimplelNetworkIManagementiProtocol(SNMP)

RFCI1867-IHTML/2.0lformsiwith fleluploadlextensions ConfgurableIManagement’VLAN

RFCI1901-/Community-based’SNMPIv2 SSL3.0and TLS 1.2
RFCI11908]-Coexistencelbetween’SNMPIv1land!SNMPIv2 -[IRFCI2246—ThelTLSIprotocol,versionl1.0
RFCI2068'—HTTP/1.1lprotocol’aslupdated by draft-ietf-http-v11-spec-rev-03 -] RFC12346—AES[ciphersuites for Transportlayersecurity
RFCI12271I-ISNMPIframeworkIMIB -1 RFCI2818-HTTPloverTLSISSH 2.0
RFCI2295—Transparentcontent’negotiation SSH 2.0
RFCI2296]-Remotelvariant’selection;IRSVA/1.0lstateZmanagementicookiesi—draft-ietf-http-state-mgmt-05 -1 IRFCI4253—SSHitransportlayeriprotocol
RFCI2576[-Coexistencelbetween!SNMPIv1,v2 landiv3 -1 [RFCI4252-SSHlauthenticationlprotocol
RFCI2578l-SMliv2 -1 IRFCI4254—SSHconnectionlprotocol
RFCI2579—Textuallconventionsifor'SMIv2 -1 [RFCI4251-SSH protocollarchitecture
RFCI2580-IConformancelstatementsforlSMIlv2 -1 IRFCI4716-SECSHIpubliclkey flelformat

-1 IRFCI4419-Diffe-Hellmanligrouplexchangelforithel
SSH transport layer protocol

RFCI3410-lIntroductionlandlApplicabilitylStatementsiforliinternet/Standard.ManagementiFramework
RFCI34111-AnlArchitecturelforiDescribing!SNMPManagementiFrameworks HTML 4.0 specification, December 1997
RFCI3412/—-MessagelProcessing & Dispatching!

Java Script™ 1.3
RFCI3413-ISNMPIApplications

Advanced Management

Industry-standardICLIlwith’thelfollowingfeatures:

- Scripting capability Optional user password encryption
-1 ICommandicompletion! Multisession Telnet server
-1 [Context-sensitivelhelp Auto Image Upgrade
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Core Switching

IEEEI802.1AB-ILinkllevelldiscoverylprotocol

IEEEI802.1DI-ISpanningitree

IEEEI802.1pl—Ethernetlprioritylwithluseriprovisioning!

and mapping

IEEEI802.1Q—VirtuallLANsIw/Iport-basedVLANs

IEEEI802.1S—Multiplelspanningitreelcompatibility

IEEE!802.1vi-IProtocol-basedVLANs
IEEEI802.1WI-Rapidispanningitree
IEEEI802.1AB—ILLDP
IEEE!802.1X—Port-basedlauthentication
IEEEI802.31-[10Base-T
IEEE!802.3ul-]100Base-T
IEEE!802.3abl-11000Base-T
IEEEI802.3bz-2016/-12.5GBASE-T
Additional Layer 2 Functionality
Broadcast storm recovery

Double VLAN/VMAN tagging
DHCPISnooping

Dynamic ARP inspection
IndependentlVLANILearningl(IVL)isupport
IPv6 classification APIs

Jumbo Ethernet frames

Port mirroring

StaticMACIfltering

System Facilities

Event and error logging facility

Runtime and configuration download capability

PING utility
XMODEM
RFCI768-IUDP
RFCI783-ITFTP
RFCI791-IP
RFCI792[-IICMP

RFCI793-TCP

IEEE 802.1BA-2011, 802.1AS-2011 gPTP, 802.1Qav-2009 FQTSS, 802.1Qat-2010 MSRP, 802.1ak MMRP,
MVRP with AVB license

IEEEI802.3acl-IVLANItagging

IEEEI802.3adl-Linklaggregation

IEEEI802.3ael-110IGbE

IEEE802.3afl-PowerloveriEthernet
IEEE802.3at'—PowerloverlEthernetPlus
IEEEI802.3x—IFlowlcontrol

ANSI/TIA-1057(-ILLDP-MED
GARP—GenericlAttributelRegistration’Protocol:lclause’12,/802.1D-2004
GMRPI-IDynamiclL2Imulticastiregistration:iclausel10,:802.1D-2004
GVRP-IDynamicVLANIregistration:Iclausel11.2,/802.1Q-2003
RFCI4541-1IGMPIsnoopinglandMLDIsnooping

RFCI5171-UniDirectionallLink!Detectionl(UDLD) Protocol

IGMP and MLD snooping querier
PortIMACIlocking
MAC-basedVLANs

IP source guard

IP subnet-based VLANs

Voice VLANs

Protected ports

IGMP snooping

Green Ethernet power savings mode

RFCI2030-SimplelNetwork TimelProtocol (SNTP)V4iforllPv4,IPv6,land!OSI
RFCI2131-DHCPIClient/Server
RFCI2132-DHCPloptionslandiBOOTPIvendoriextensions
RFCI2865-RADIUSIclient

RFCI2866—RADIUSlaccounting
RFCI2868—RADIUSattributesiforitunnellprotocollsupport]
RFCI28691-RADIUSlextensions
RFCI28869bis—IRADIUSIsupportforlExtensiblelAuthentication]Protocoll(EAP)

RFCI5176-/RADIUSIChangeloflAuth
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RFCI826I-/ARP
RFCI951-IBOOTP

RFCI1321-IMessageldigestialgorithm

RFCI1534-lInteroperabilitylbetween’BOOTPland.DHCPI

Core Routing

RFCI826[-IEthernet’/ARP

RFCI894—[TransmissionloflIPldatagramsloverEthernetl
networks

RFCI896[—CongestionlcontrollinlIP/TCPInetworks

RFCI1027-IUsinglARPItolimplementitransparentisubnetl

gateways (ProxylARP)

RFCI1256-IICMPIrouteridiscoverylmessages
RFCI1321-IMessageldigestlalgorithm
RFCI1519—-CIDR

Quality of Service - DiffServ

RFCI24741-Defnitionlofitheldifferentiated servicesifeld!

(DSIField)linlIPv4/IPv6lheaders

RFCI2475-[Anlarchitecturelforldifferentiatediservices
RFCI2597—IAssurediforwarding’PHBIgroup

Quality of Service - Access Control Lists (ACLs)

Permit/deny actions for inbound or outbound IP traffic
classification based on:

-1 [Mypelofiservicel(ToS)lorldifferentiatediservices(DS)
[IIDSCPIfeld!

- Source IP address

- Destination IP address

-1 [TCP/UDPIsourcelport!

-1 [TCP/UDPIdestinationlport]

- IPv6 flow label

- IP protocol number

Quality of Service - Class of Service (CoS)

Direct user configuration of the following:

-1 [IPIDSCPtoltraffciclassimapping!

- IP precedence to traffic class mapping

- Interface trust mode: 802.1p, IP Precedence, IP

,,,,,, DSCP/lorluntrusted!
- Interface traffic shaping rate

- Minimum and maximum bandwidth per queue
-1 IStrictlprioritylversusiweighted’(WRR/WDRR/WFQ)!
scheduling per queue

- Tail drop versus Weighted Random Early Detection

,,,,,,, (WRED)Iqueueldepthmanagement

Core Multicast
RFCI1112]-HostlextensionsforlIPlmulticasting
RFCI2236]-[IGMPIv2

RFCI2710.-MLDv1

RFCI3164-ThelBSDIsysloglprotocoliwithIRFCI5424lupdate

RFCI3580-1802.1XIRADIUSusagelguidelines

PowerlSourcelEquipmentl(PSE)IIEEEI802.aflPoweredIEthernet!(DTEIPowerlviaZlMDI)istandard

RFCI1812—RequirementsiforllPv4lrouters
RFCI2082—RIP-2]MD5lauthentication

RFCI2131—DHCPIrelay
RFCI2385—ProtectionlofIBGPISessionslvia'thelTCPIMD5ISignaturelOption
RFCI2453—RIPlv2
RFCI30211-Using[31-BitPrefxeslonlPoint-to-PointlLinks

RFCI3046—.DHCP/BOQTPIrelay

RFCI12697—AlSinglelRateThreelColoriMarker

RFCI3246]-/Anlexpeditedforwarding!PHBI(Per-HopIBehavior)

RFCI3260—NewlterminologylandiclarifcationsiforDiffServ

Permit/deny actions for inbound or outbound Layer 2 traffic classification based on:

-1 ISourcelMACladdress]

-1 IDestination]MACladdress]

- EtherType

-1 IVLANIidentiferivaluelorirange (outerland/orlinnerlVLAN tag)!

-1 1802.1pluserlpriorityl(outerland/orlinner’VLANItag)!

Optional rule attributes:

- Assign matching traffic flow to a specific queue

-1 [Redirectlorimirror](fow-basedmirroring)imatchingltraffc.fow tolalspecifclport]
- Generate trap log entries containing rule hit counts

Auto VolP

RFC3973-PIM-DM
RFC4601-PIM-SM

Draft-ietf-magma-igmp-proxy-06.txt—IGMP/MLD-based!multicastforwardingl(IGMP/MLDIproxying)
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RFCI2365-IAdministrativelylscopedlboundaries
RFCI3376-IGMPv3

RFC3810~MLDv2

Core IPv6 Routing
RFCI1981—PathIMTUforlIPv6
RFCI2373]-lIPv6laddressing
RFCI24601-lIPv6lprotocol’specifcation
RFCI24611-INeighboridiscovery
RFCI2462]-Statelesslautoconfguration
RFCI2464-lIPv6loverEthernet
RFCI2711-lIPv6irouteralert

RFCI3056—ConnectionloflIPv6lDomainsiviallPv4IClouds

RFCI3315-DynamicHostIConfguration Protocolfor]
IPv6I(DHCPV6)

RFCI3484]—-Defaultladdress’selectionforllPv6
Supported MIBs
Base Package MIBs
ANSI/TIA-1057—LLDP-EXT-MED-MIB
DIFFSERVIDSCPITCI(Draft:—InolRFC)
DNS-RESOLVER-MIBI(IETFIDNSWorking!Group)
DNS-SERVER-MIBI(IETFIDNSIWorkingGroup)
GreenEthernet Private MIB
IANA-ADDRESS-FAMILY-NUMBERS-MIBI(IANA(3/2002)
IEEEI802.1AB-2004—LLDPIMIB
IEEEI802.1AB-2005/—LLDP-EXT-DOT3-MIB
POWERIETHERNETIMIB](Draft'—InolRFC)
RFCI1155-SMI-MIB
RFCI1450.-ISNMPV2-MIB
RFCI2273-ISNMP NotifcationIMIB,/SNMPITarget:MIB

RFCI2392-IANA'RTPROTO-MIB

RFCI2572-SNMPIMessageProcessingland.Dispatching!
MIB

RFCI25741-User-basediSecurityModeliforiSNMPv3IMIB

RFCI2575-View-based!Access Control!ModelforlSNMP!
MIB

RFCI2576-ISNMPICommunityIMIB

RFCI2578-ISNMPV2-SMI

Draft-ietf-magma-igmpv3-and-routing-05.txt—IGMPv3landimulticast’routing’protocollinteraction
Static RP configuration

Static RP configuration

RFCI3493—BasicsocketlinterfacelforlIPv6
RFCI3513]-AddressinglarchitecturelforlIPv6
RFCI3542—-Advancedisockets!APIlforlIPv6
RFCI3587I-lIPv6iglobaliunicastladdressiformat

RFCI3736.—StatelessIDHCPv6

RFCI4213-IBasictransitionimechanisms(forllPv6
RFCI4291]-/AddressinglarchitecturelforlIPv6
RFCI4443]-lInternet!ControlIMessagelProtocoll(ICMPv6)forithellPv6iSpecifcation
RFCI6164—Usingl127-BitlIPv6PrefxesionlInter-RouteriLinks

RFCI6583—OperationallNeighboriDiscoveryProblems

RFCI2674—1Q-BRIDGE-MIB
RFCI26771-IIANAAddressFamily]NumbersIMIB
RFCI2819'—RMONIMIB
RFCI2925-IDISMAN-PING-MIBland:DISMAN-TRACEROUTE-MIB
RFCI3273I-/RMONIMIBforlHighlCapacityINetworks
RFCI3411-ISNMPIManagementFrameworksIMIB
RFCI3411—SNMP-FRAMEWORK-MIB

RFCI3412:-ISNMP-MPD-MIB

RFCI3413-ISNMP-NOTIFICATION-MIB
RFCI3413-ISNMP-PROXY-MIBI(initialirevision’publishedlas’RFC2273)
RFCI3413-ISNMP-TARGET-MIB(initial’revisionlpublishedlasiRFC12273)
RFCI3414]-User-basediSecurityModeliforiSNMPv3IMIB
RFCI3415-View-based!Access Control!Model:foriSNMP.MIB
RFCI3417:-ISNMPV2-TM

RFCI3418—'SNMPv2IMIB

RFCI3434]-IRMONIMIBIExtensions forHighIlCapacity/Alarms
RFCI3584/—ISNMPICommunity’MIB

RFCI3621-IPOWER-ETHERNET-MIB
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RFCI25791-ISNMPV2-TC
RFCI2580-ISNMPV2-CONF
RFCI2613/-ISMON-MIB
Switching Package MIBs
RFCI1213-IMIB-II

ANSI/TIAI1057-LLDP-MEDIMIB

FASTPATH Enterprise MIBs supporting switching
features

FASTPATH-MMRP-MIBI-IMMRPIprivatelMIBIforllEEE!
802.1Q devices

FASTPATH-MSRP-MIB—MSRP private!MIBIforlIEEE!
802.1Q devices

FASTPATH-MVRP-MIBI-IMVRPIprivateIMIBIforlIEEE!
802.1Q devices

IANAIfType-MIB-IIANAIfType Textual!Convention
IEEE802.1AB—ILLDPIMIB
IEEEI802.3ADIMIBI(IEEE8021-AD-MIB)

|IEEEIDraft’P802.1AS/D7.0I(IEEE8021-AS-MIB)

IEEEILAG-MIB-LinkIAggregationimodulelforimanaging!
IEEE 802.3ad

LLDP-EXT-DOT3-MIB[(partlofIEEEIStd!802.1AB)
LLDP-MIB(partloflIEEE!Std802.1AB)
PrivateIMIBIfor/802.1Qat,[802.1QavIConfguration
RFCI1493—BridgelMIB

RFCI1643-Defnitionsiofimanagediobjectsforithe!
Ethernet-like interface types

Routing Package MIBs

FASTPATH Enterprise MIBs supporting routing features
IANA-Address-Family-Numbers-MIB

IPvé6 Management MIBs
RFCI34191—TRANSPORT-ADDRESS-MIB
IPv6-ICMP-MIBI(draft)

IPv6 Routing MIBs

RFCI2465-IPv6IMIB

QoS Package MIB
RFCI3289-IDIFFSERV-MIBI&DIFFSERV-DCSP-TCIMIBs
Security MIB
RFCI2618-IRADIUSAuthenticationIClient:MIB

RFCI2620—IRADIUSIAccountingIMIB

SNMP-RESEARCH-MIB—SNMPIresearch!MIBldefnitions
SR-AGENT-INFO-MIB—SNMPIresearchIMIBIdefnitions

USM-TARGET-TAG-MIBI-ISNMPIresearch!MIBIdefnitions

RFCI2011-ISNMPv2IManagementlinformation/Base

RFCI2213]-lIntegratediServicesIMIB

RFCI2233-IF-MIB
RFCI12233]-ThellnterfacesiGroupIMIBlusingISMIv2
RFCI2674—VLANIand EthernetlPriority_MIB(P-BridgeIMIB)
RFCI2737-IEntity]MIBI(Version[2)
RFCI2819—RMONIGroups[1,2,3,/&9
RFCI2863I-lInterfaces/GroupIMIB

RFCI3291-IINETIAddressIMIB

RFCI32911-TextuallConventionsiforlinternet/Network/Addresses
RFCI3621-PowerlEthernet'MIB

RFCI3635]-EtherlikeIMIB
RFCI3636]-IEEE!802.3]Medium AttachmentlUnitsl(MAUs).MIB
RFCI4022-IManagementlinformation/Baselforlthe Transmission/ControllProtocoll(TCP)

RFCI4113-IManagementlinformation/BaselforitheUser:DatagramIProtocol(UDP)

RFCl44441-IS-ISIMIB

RFCI2096]-lIPIForwarding(TablelMIB

RFCI2668-IIEEEI802.3IMedium AttachmentiUnitsi(MAUs).MIB

IPv6-MIBI(draft)

RFCI2466-[ICMPv6IMIB

PrivateIMIBs[forfulllconfgurationlofIDiffServ,/ACL,JlandICoSIfunctionality

IEEE8021-PAE-MIBI—IThelPort/AccessEntity)moduleforimanaginglIEEEI802.1X

IEEEI802.1XIMIBI(IEEEI8021-PAE-MIBI2004Revision)
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Multicast Package MIBs
RFCI12932I-lIPv4IMulticast’RoutingIMIBIforlPIMDMv4 draft-ietf-magma-mgmd-mib-05.txt—Multicast'Group!MembershipIDiscovery!MIBl(bothlIGMPland:MLD)
RFCI5060-PIM-SMlandIPIM-DMIMIBIforlIPv4landlIPv6
FASTPATH Enterprise MIBs supporting multicast features
RFCI5240-IBSRIProtocolMIB

NETGEAR-BOXSERVICES-PRIVATE-MIB for SFP/SFP+ MIB Support

boxServicesFiberPortsOpticsTable boxServicesFiberPortOpticsPowerOut
BoxServicesFiberPortsOpticsEntry boxServicesFiberPortOpticsPowerin
boxServicesFiberPortindex boxServicesFiberPortOpticsTxFault
boxServicesFiberPortOpticsTemperature boxServicesFiberPortOpticsLos

boxServicesFiberPortOpticsVoltage
boxServicesFiberPortOpticsFaultStatus
boxServicesFiberPortOpticsCurrent

Management
Password management Yes
ConfgurablelManagementlVLAN Yes
In-band management can be shut down using Man-
Out-of-band Management ves agement/ACLs.whenlseparatelmanagementinetwork
Auto Install
Yes Scalableldeploymentiprocessi(frmware,conf

(BOOTPIandDHCP options'66,67,11507and55,1125) ploymentp ( 9
AdminlaccesslcontrolivialRadiusland.TACACS+ Yes Policies, Enable
IndustrylstandardICLI(IS-CLI) Yes CommandiLinelinterface
CLIlcommandslloggeditolalSyslogiserver Yes
Web-basedgraphicalluserlinterfacel(GUI) Yes FullylfunctionalGUIl(exceptionsiarelnoted.below:)
Features without Web GUI support

Authorization List CLllonly
[IControllPlanelACL CLllonly

UbDLD ClLllonly

Policy Based Routing CLllonly

LLPF CLllonly

QoS Policy for Single Rate CLllonly
[IDHCPv6ISnooping CLllonly
[7IPv6.DHCPIRelay CLllonly

eMail Alerting CLllonly

MMRP CLllonly
Telnet Yes
IPv6 management Yes
DuallSoftwarel(frmware)limage Yes Allows non disruptive firmware upgrade process
EditablelConfgurationifle Yes Text-based(CLIlcommands)iconfgurationfle

- - . With new startup configuration file, the switch grace-

ST bl i e e Tl veE fully resolves any differences with the running config
IS-CLIlScripting Yes
Port descriptions Yes
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SNTP client over UDP port 123

XMODEM
SNMP v1/v2

SNMP v3 with multiple IP addresses

RMON 1,2,3,9
Max Ether Stats entries
Max History entries
Max buckets per History entry
Max Alarm entries
Max Event entries
Max Log entries per Event entry

Port Mirroring
Number of monitor sessions
Tx/Rx
Many to One Port Mirroring
LAG supported as source ports
Max source ports in a session

RemotelPortIMirroringl(RSPAN)

Flow based mirroring
CablelTestlutility

Outbound Telnet

SSHv2

,,,,, SSHISessionIConfguration

SSLv3 and TLS v1.2 for HTTPS web-based access
2048-bit RSA key pairs

SHA2-256 and SHA2-512 cryptographic hash functions
Fileltransfersi(uploads,/downloads)

Secured protocols for file transfers

HTTP Max Sessions

SSL/HTTPS Max Sessions
HTTPIDownloadl(frmware)

Email Alerting

Syslog!(RFCI3164)(RFCI5424)

Persistent log supported

User Admin Management

User ID configuration
Max number of configured users
Support multiple READWRITE Users

_____ MaxIinumberlofllASlusers((internalluser’database)

Authentication login lists

Authentication Enable lists

Provides synchronized network timestamp either in

Yes -
broadcast or unicast mode

Yes
Yes

Yes

Yes
34
102
10
102
102
10

Yes
1l(multiplelsessionsiarelconfgurable)
Yes

Yes

Yes

Total switch port count

Yes

When a particular session is enabled, any traffic entering or leaving the source ports of that session is
copiedi(mirrored)lontolalRemotelSwitchedIPort/Analyzerl(RSPAN)IVLAN!

Yes
Yes CLIWebIGUI

Yes

Yes SecurelShelliversionl2I(OpenSSHI7.5p1)
Yes

Yes OpeniSSLI1.0.20)

Yes  For SSLv3 and SSHv2

Yes  For SSLv3 and SSHv2

TFTP / HTTP

SCPI/ISFTP/HTTPS!

16

16

Yes

Yes(CLIlonly)

Yes, forwarding messages via UDP using the Syslog protocol to one or more collectors or relays

Yes

Yes

Yes
100

Yes

Yes
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Authentication HTTP lists
Authentication HTTPS lists
Authentication Dot1x lists
Accounting Exec lists
AccountinglCommandsllists
Login History
M4250 series - Platform Constants
Maximum number of remote Telnet connections
Maximum number of remote SSH connections
NumberloflMACIAddresses
Number of VLANs
VLAN ID Range

Numberlofl802.1pTraffcIClasses

IEEE 802.1x
Number of .1x clients per port

Number of LAGs
MaximumImultiplelspanningltreelinstances!(MSTP)

MaximumlperlVLANIspanning(treelinstances (PVST)

MACIbasedVLANS
Number supported

Number of network buffers

Number of log messages buffered

Static filter entries

ulticasttMACIlandisourcelport
[IIMulticasttMAClandldestinationlportl(only)!
Subnet based VLANs
Number supported

Protocol Based VLANs
Max number of groups
Max protocols

MaximumIMulticastt MACIAddresseslentries

Jumbo Frame Support
Max Size Supported

Number of IP Source Guard stations
Numberlof DHCPIsnooping’bindings
Numberlof. DHCPv6Isnooping’bindings

Numberlof.DHCPIsnoopinglstaticlentries!

LLDP-MED number of remote nodes
LLDP Remote Management address buffers
LLDP Unknown TLV address buffers
LLDP Organisationally Defined Large TLV buffers
LLDP Organisationally Defined Small TLV buffers

Yes
Yes
Yes
Yes
Yes

50

5

5|

16K
4,093VLANS[(802.1Q)Isimultaneously!
1-4093

8 classes
48

8 LAGs with up to 8 ports per group
16

32

Yes
256

182

200

20
20
1024
Yes
128

Yes
128
16

1K

Yes
12k

379
32K
32K

1024

32
32
100
16
100
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Port‘MACILocking
Dynamic addresses per port
Static addresses per port

sFlow
Number of samplers
Number of pollers
Number of receivers

Radius
Max Authentication servers
Max Accounting servers

NumberloflRoutesl(v4/v6)

IPv4 Unicast Routes in Default IPv4 Basic SDM
Template

IPv6 Unicast Routes in Default IPv4 Basic SDM
Template

,,,,, RIPIapplicationlroutelscalingl(IPv4lonly)
Numberloflroutinglinterfacesi(includinglport/vian)

Numberlofistaticroutesi(v4/v6)

DHCPIServer
Max number of pools
Total max leases
DNSIClient
[IIConcurrentirequests’
Name server entries
Seach list entries
Static host entries

,,,,, Cachelentries
Domain search list entries

DHCPv6Server
Max number of pools
DNS domain names within a pool
DNS server addresses within a pool
Delegated prefix definitions within a pool

NumberlofiHostIEntries(ARP/NDP)
IPv4 only SDM build

[IPv4/IPv6ISDMIbuildi(v4/v6)
Static v4 ARP Entries

Numberlof ECMPINext!HopslperiRoute
NumberlofIECMPIgroups
TotallECMP.nexthopsliniHardware
Maximum MFDB entries

IGMPv3 / MLDv2 Snooping Limits
IGMPv3/MLDv2 HW entries when IP Multicast
present
IP Multicast
IGMP Group Memberships per system
Multicast Routes
PIM-DM Neighbors
PIM-SM Neighbors
PIM-SM Static RP Entries
[TIIPIM-SMICandidate’RP.GroupRangelEntries
PIM-SM SSM Range Entries
IGMP Sources processed per group per message

Yes
600
20

16
16

128

64/64

256
2K

16

64
128
32

4K
512
128

16
128
2048
1K

128/64

2KI(IPv4)land12KI(IPv6)
512](IPv4)andi1281(IPv6)
256

256

5

20

5

73

[ISDM((SystemIData’Management,/orlswitchldatabase)

[’SDM(System!Data’Management,/or’switch!database)
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ACLILimits

MaximumINumberlof/ACLs(anyltype)
MaximumINumberiConfgurablelRuleslperiList

COSIDevicelCharacteristics

[’ConfgurablelQueuesiperiPort

,,,,, ConfgurablelDrop PrecedencellLevels

DiffServ Device Limits
Number of Queues
Requires TLV to contain all policy instances combined

[MIMaxIRuleslperiClass

Max Instances per Policy

Max Attributes per Instance

Max Service Interfaces

Max Table Entries

IClassTable

IClassRulelTable

Policy Table

Policy Instance Table

Policy Attribute Table

________ Max(NestedIClassChainlRule.Count

AutoVolP number of voice calls

Voice VLAN number of devices

iSCSIIFlowlAcceleration
ITIMax!MonitoredTCPIPorts/IPIAddresses
Max Sessions

_____ MaxIConnections

LEDs
Per port
Per device

Physical Specifications

Dimensions
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-12M2XF
M4250-16XF

Weight
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-12M2XF
M4250-16XF)

100

1,023

1,023 ingress / 511 ingress
893 ingress / 253 egress
16K

128

64

8lqueues](standalone)l7lqueuesi(stack)
3

8lqueues](standalone)l7lqueuesi(stack)
Yes

13

28

32
192
64
768
2304
26

16
16
16

192
192

Speed, Link, Activity, POE - Available both in front and in the rear

Power, Fan - Available both in front and in the rear

Width:117.32linches)(440mm); Height:11Ul-11.70linches(43.2lmm);Depth:[7.87linches(200Imm)
Width:117.32linches (440_mm); Height:11Ul-[1.70linches)(43.2Imm);IDepth:17.87linches(200imm)

Width:117.32linches](440_mm); Height:11Ul-/1.70linches]

43.2Imm);IDepth:110.127inches(257/mm)

Width:717.32linches(440imm);Height:11Ul-11.70linches](43.2Zmm);:Depth:[3.94linches (100imm)
Width:117.32linches](440_mm); Height:11Ul-[1.70linches)(43.2Imm);IDepth:17.87linches(200imm)

6.2811bI(2.8507kg)
6.391101(2.9001kg)
8.4411b1(3.8301kg)
3.850Ibi(1.745kg)
6.171101(2.8001kg)
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Power Consumption

All ports used, max PoE load, line-rate traffic, maximum

M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-12M2XF
M4250-16XF

All ports used, no PoE, line-rate traffic, maximum

M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-12M2XF
M4250-16XF

Standby, no connection on any port
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-12M2XF

M4250-16XF

Environmental Specifications
Operating:

Temperaturel(non-PoElImodels:]
[IM4250-12M2XFM4250-16XF)

Temperaturel(alllotherlmodels)
Humidity
Altitude
Storage:
Temperature
Humidity
Altitude

Electromagnetic Emissions and Immunity

Certifcations

Safety

Certifcations

163.9W - 559.55 BTU/hr
306.4W - 1046.05 BTU/hr
837.7W - 2859.91 BTU/hr

17.32W - 59.13 BTU/hr
25W - 85.35 BTU/hr
26.3W -89.79 BTU/hr
37.9W - 129.39 BTU/hr
47.84W - 163.33 BTU/hr

8.53W - 29.12BTU/hr
12.96W - 44.24BTU/hr
18W - 61.45BTU/hr
14.1W - 48.14BTU/hr
19.27W - 65.78BTU/hr

32°Mtol122°FI(0°Itol50°C)

32°1tol113°F(0°Itol45°C)
90% maximum relative humidity, non-condensing
10,000:ft](3,000im)Imaximum

-14°Ttol158°F(-20°[tol70°C)
95% maximum relative humidity, non-condensing
10,000:ft](3,000im)Imaximum

CE:[ENI55032:2012+AC:2013/CISPR132:2012,/EN61000-3-2:2014,]
ClasslA[ENI61000-3-3:2013,/ENI55024:2010
VCCI:IVCCI-CISPRI32:2016,[ClasslA
RCM:IAS/NZSICISPRI32:2013Class/A
CCC:IGB4943.1-2011;1YD/T993-1998;1GB/T9254-2008](Class'A)
FCC:147ICFRIFCCIPartl15,/ClassIA,JANSIIC63.4:2014
ISED:IICES-003:2016Issuel6,/ClassIA,J/ANSIIC63.4:2014
BSMI:ICNS13438Class’A

CBlreport/icertifcatellECI60950-1:2005(ed.2)+A1:2009+A2:2013
ULllistedl(ULI1950)/cULIIECI950/ENI60950
CEILVD:IENI60950-1:12006[+]A11:20091+]A1:20101+[A12:20117+IA2:2013
RCMI(AS/NZS)160950.1:2015

CCCI(ChinalCompulsory Certifcate):IGB4943.1-2011;1YD/T993-1998;.GB/T9254-2008((ClasslA)
BSMI:ICNSI14336-1
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Package Content

All models

Switch

Powercord(s)

RJ45 straight-through wiring serial console cable to DB9
USBIType-CltolUSB-Al2.0consolelcable

Rubber caps for the SFP/SFP+ sockets

Rubber footpads for tabletop installation

Installation guide

Twolregulari(short) bracketslandlscrews.for’two-postirackimount(forlffrontlposts).allowingformounting!

with ports on the back, or ports on the front of the rack

Twollongerlbracketsforitwo-postirackimounti(forifrontiposts)irecessing thelswitchlby 2lincheslinlorderitol

make room for the cabling

Optional Modules and Accessories

AGM731F

AGM732F

AGM734

AXC761

AXC763

AXC765

AXC767

AXC7610

AXC7615

AXC7620

AXM761
AXM761](packiof110)
AXM762
AXM762](packlofi10)
AXM763

AXM764

AXM765

1000BASE-SXISFPILCITransceiver(multimode,/550m/OM4/0OM350/125um,275mIOM2/0OM162.5/125um)
1000BASE-LXSFPILCITransceiver(singlelmode,/10km9/125pum)!

1000BASE-T SFP RJ45 Transceiver

10GIDirect/AttachISFP+ItoSFP+I1IMeter Passive]DACICable

10G[DirectlAttachISFP+ItolSFP+I3]Meter Passive]DACICable

10G[DirectlAttachISFP+ItolSFP+I5]Meter Active]DACICable

10G[DirectlAttachISFP+ItolSFP+]7IMeter ActivelDACICable
10G[DirectlAttachISFP+[tolSFP+]10IMeter/ActivelDACICable
10G[DirectlAttachISFP+ItolSFP+I15IMeterlFiberDACICable

10GIDirectl/AttachISFP+Ito/SFP+I20IMeter Fiber'DACICable

10GBASE-SRISFP+ILC Transceiveri(multimode,’7300mOM4/OM3150/125pum,]33m/OM2/0OM1162.5/125um)
Packlofl10IAXM761Transceivers(multimode,/300mIOM4/0OM3150/125um,33m.OM2/0OM1162.5/125um)
10GBASE-LRISFP+ILCITransceiver(singlelmode,[10km[9/125um)
Packlofl10IAXM762Transceiversi(singlelmode,/10kmI9/125um)
10GBASE-LRMISFP+ILCTransceiver!(multimode,/260m:OM4/OM3150/125um,[220m/OM2/0OM1162.5/125um)
10GBASE-LRILITEISFP+ILCITransceiver(singlelmode, 2km’9/125um)
10GBASE-TISFP+IRJ45[Transceiver(30m)

ProSAFE Warranty and Support

ProSAFE Limited Lifetime Hardware Warranty**

90 days of Technical Support via phone and email*

Lifetime Technical Support through online chat

Lifetime Next Business Day hardware replacement
ProSupport Service Packs

Installation contracts for:

PSB0304-10000S

Supplemental support contracts for:

PMB0312-10000S

PMB0332-10000S

PMB0352-10000S

Included
Included, 90 days after purchase
Included, lifetime

Included, lifetime

All models

AGM731F

AGM732F
AGM734-10000S
AXC761-10000S
AXC763-10000S
AXC765-10000S
AXC7671-10000S
AXC7610-10000S
AXC7615]-10000S
AXC76201-10000S
AXM761-10000S
AXM761P10-10000S
AXM762-10000S
AXM762P10-10000S
AXM763-10000S
AXM764-10000S
AXM765-10000S

Remotellnstallation’Setupland’ConfgurationiServicelContract!(2-hour’plannedlappointment)

All models
OnCalli24x711-yearlCategoryl2
OnCalli24x713-yearCategoryi2

OnCalli24x715-yearICategory’2
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Ordering Information

NETGEAR AV Line M4250-10G2F-PoE+ 8x1G PoE+ 125W 2x1G and 2xSFP Managed Switch (GSM4212P)

Americas GSM4212P-100NAS
Europe GSM4212P-100EUS
Optional AVB License AVB4212P-10000S
Asia Pacific GSM4212P-100AJS
China GSM4212P-100PRS

NETGEAR AV Line M4250-10G2XF-PoE+ 8x1G PoE+ 240W 2x1G and 2xSFP+ Managed Switch (GSM4212PX)

Americas GSM4212PX-100NAS
Europe GSM4212PX-100EUS
Optional AVB License AVB4212PX-10000S
Asia Pacific GSM4212PX-100AJS
China GSM4212PX-100PRS

NETGEAR AV Line M4250-10G2XF-PoE++ 8x1G Utra90 PoE++ 802.3bt 720W 2x1G and 2xSFP+ Managed Switch (GSM4212UX)

Americas GSM4212UX-100NAS
Europe GSM4212UX-100EUS
Optional AVB License AVB4212UX-10000S
Asia Pacific GSM4212UX-100AJS
China GSM4212UX-100PRS

NETGEAR AV Line M4250-12M2XF 12x2.5G and 2xSFP+ Managed Switch (MSM4214X)

Americas MSM4214X-100NAS
Europe MSM4214X-100EUS
Optional AVB License AVB4214X-10000S
Asia Pacific MSM4214X-100AJS
China MSM4214X-100PRS

NETGEAR AV Line M4250-16XF 16x1G/10G Fiber SFP+ Managed Switch (XSM4216F)

Americas XSM4216F-100NAS
Europe XSM4216F-100EUS
Optional AVB License AVB4216F-10000S
Asia Pacific XSM4216F-100AJS
China XSM4216F-100PRS

** This product comes with a limited warranty that is valid only if purchased from a NETGEAR authorized reseller, and covers unmodified hardware, fans and internal power
supplies-Inotisoftwarelorlexternallpower’supplies,Jandirequiresiproductiregistration’at’https://www.netgear.com/business/registrationiwithin’l90 dayslof purchase;seel
https://www.netgear.com/about/warranty for details. Intended for indoor use only.

NETGEAR, the NETGEAR Logo and ProSAFE are trademarks of NETGEAR, Inc. in the United States and/or other countries. Other brand names mentioned herein are for
identifcationlpurposesionly’andimay’betrademarksiofitheirlrespectivelholder(s).Informationlis’subjectitochangeiwithout’notice. [©12020INETGEAR, Inc.Alllrightsireserved.

NETGEAR, Inc.I350E..PlumerialDrive,'SanJose,/CAI95134-19111USA,1-888-NETGEAR((638-4327), [E-mail:linfo @ NETGEAR.com,.www.NETGEAR.com
DS-M4250-11Sept20
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